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CHAPTER
ONE

BBEOEHUWUE

IlarHOE PYKOBOLCTBO IIPpefHa3Ha4YeHO I COTPYOHUKOB KOMIIaHUY, pealu3yIoluX TOBapHl U
(unu) ycimyru, mu0o BEIIOIHSAIONINX OIIPEeNeIeHHbIE PAOOTH U MJIaHUPYIOIINX II0JTyYaTh OIUIATY
C IOMOIIbI0 OAHKOBCKUX KapT HJIM OPYTUX CIIOCOO0B OIjIaThl OT cBomx KinmeHTOB (manee -
INnaTensmukoB unu IlomydaTtenei). Takue KOMIaHUU Oajiee UMeHYIOTCS ToprosuaMu (uiu
[MpucoemuusAwIIEiCI CTOPOHOU, IpeAcTaBismolleil ToprosueB). PykKoBOACTBO ONKCEHIBAET,
kak ToproBelrl MOKeT WCIIOJIb30BaTh (QYyHKIIMOHAIbHEIE BO3MOXKHOCTU IIPOrPaMMHO-
anmapaTHOTo KoMiiekca Doc2.0, a TakKe OTcIeXUBaTh GUHAHCOBLIE IIOTOKY YePe3 CUCTEMY
yHOpaBJIeHUs IJIaTeXKHbIM O0u3HecoM Doc2.0.

[InaTexxHbEle IOCPEOHUKM, I[IpEACcTaBidwomre TOpProBueB, MOI'YT IIOJIYYUTH OTHEJIBHYIO
YYETHYIO 3amMCh (TakXke pmajee - aKKayHT) OIS Kaxpgoro Toprosila MM YYETHYIO 3alUCh
Pecennepa, NOOKTIOYEHHYI0 K YYETHBIM 3alUCSAIM KaX[OoT0 IIpencTaBjieHHOTo Toprosiia.
O6cynuTe HanboIee MOOXOOSIIYI0 MOIEeb HACTPOUKY YUETHHIX 3anucei ITmaTekHOTO III03a
C MeHemXKepoM ciyxkO0vl mogmepzxkKu Doc2.0. YueTHble 3amucu PecesepoB MMEOT Te XKe
IpaBa AOCTyIa K IPOCMOTPY B IInmaTexXHOM III03€, YTO U YUYETHBIE 3allnCHU TOProBIEB, CO
CIIeOyIOIIUMU OTJIUNYUSIMU:

* MoryT npocMaTpuBaTh HECKOJILKO CBA3aHHBIX TOPTOBLIEB;

* Moryt ynpaBnaTe TapubHLIMHE IITaHaMu Pecennepos;

* He moryT o6pabaTtreiBaTh Kakue-mub0 TpaH3aKIINH;

* He MOTyT ynpaBiaTh YePHLIMU, OEJIEIMU CIIMCKAMM U CIIUCKaMHU JIOSITTbHOCTH;
* He MoOryT co37maBaTh HOBHIE CYIIHOCTH U YBEOOMJIIEHUSI.

PyKOBOICTBO COCTaBIeHO B COOTBETCTBHU CO CTPYKTYPOM ITOIb30BaATEIbCKOT0 MHTepderica
[TnaTéXKHOTOo IITI03a U COOEPXKUT IMOoAPOOHY0 MHGOPMAIIMIO 0 KaXKI0M YaCTO HUCIIOIb3yeMOM
byHKUIMN.




CHAPTER
TWO

BbICTPbIE CCbIJIKA

I51s1 GBICTPOTO O3HAKOMJIEHUSI COOpaHbl Hanbojiee 4acTo UCIOIb3yeMble (DyHKINH:

Bce ompemenenuss TEpMUHOB cofiepkKaTcs B ['71occapuny;

JloruH ¥ TpoduUIb IIOIL30BATENId HAXOOsATcs Ha cTpanume OOmed wmHpopMaluu 06
aKKayHTe;

YckopbTe uHTerpauuwioo c I[I7aTEXKHBIM MITI030M Onaromaps IOJTHOW pPerucTpanuu
3aIllpPOCOB M OTBETOB B MHTErpanvoHHOM ITaHeIH;

Co3paBaliTe W yIpaBasiTe BHIOEIEHHBIMM YYETHBIMH 3alMCSIMU [OJIS KaXXAOTo 4YJeHa
KOMaHObl Ha 9KpaHe COTPyOHUKY;

CopTupyiiTe 1 HaXOOUTE TPAH3aKI[MU HA 3KpaHe [T0MCK 3aKa30B, MOMHYI0 HHOOPMALIUIO
0 KaXXOo¥ TpaH3aKIUU CMOTPUTE Ha 9KpaHe [leTanu 3aKa3a;

CHUXKaluTe PUCKM, HCIOJIb3ys BO3MOXKHOCTH OTPaHUYEHHUS TPaH3aKIUU C IIOMOIIBIO
Yepubix, benbix CIMCKOB U CITUCKOB JIOSTIBHOCTH;

[TonyuyaiiTe pacmupeHHYI aHanuTUKy C llaHenpio mHCTpyMeHTOB U KPI, a Takxke
CKauyuBalTe NMOOpPOOHBIE OTUYETH C HEOOXOOUMEBIMY OAHHBIMU B OOWH KUK C IIOMOIIBIO
11a6JI0HOB;

CobupaiiTe JaHHLIE BO BHEIITHME CHCTEMHI OIS JaIbHEeUIIero aHalu3a Uil OIIOBEIeHuH
C TIOMOIIIBIO OOTOJTHUTEIBHBIX 00PATHBIX BEI30BOB IJISI KaXKI0W TPaH3aKIIUH;

PemraiiTe Tekymiue NIpoOneMbl C oOIIaTaMXd C mnomomibio OHIA¥H MOHUTOPUHTA U
YBemomMeHH 0 MapKepax TPaH3aKIInu;

ITepeoTnpaBnsaiiTe HECKOILKO OOpPaTHHIX BHI30BOB B CjIyYyae BPEMEHHBIX MOpobieM
00paboTKU Pe3yJIbTaTOB TPaH3aKIIUM Ha cepBepe TOproaia;

V3naBatiTe 60bIIIE O IIOOOEePZXKUBAEMEIX THUIIAX TpaH3aKLII/II;I U CTaTyCaX.

IHomonHUTENbHEIE (1)YHKI_II/II/I MOT'YT CTAQTb OOCTYIIHEI IIO 3aIIPOCYy:

NHunuupyliTe TpaH3aKUIMY B II0JIb30BAaTEILCKOM MHTEPdelice, NCIONIb3ysa BupTyanbHBIR
TepMUHA;

CoucelBaliTe H OTMEHSHUTe IIpegBapuTEeJIbHO AaBTOPHU30BAaHHBIE TPaAH3aKIWU U
IIPOU3BOOUTE BO3BpaTbI,‘

[TonyuaiiTe aKTyanpHyI0 HHGOPMAIINWIO 0 TEKyIIeM OaraHce U O 0KUIaeMEBIX BEILIIATAX;

YBemoMIsIHTE KIMEHTOB C IIOMOIIBI0 IeKTPOHHOM 1TouTh unu CMC yBejoMIIeHUM TOCIie
COBEpIIIeHUs TPAaH3aKIIUM, OTIIPABJIEHHLIX C cepBepa coobileHuit Toprosua.




CHAPTER
THREE

OBLWAA NH®POPMALINA Ob AKKAYHTE

 [lepBHIil BXOA

* Bxop nipu nomomu OTP
* MeHI0 3arojioBKa

e [Ipodwuns monb3oBaTeNs

- O0ime HaCTPOUKHU

- HacTpoiiku moTHOTO IIPOCMOTPa 3aKa30B

CoTpyOHUKU TOPTOBIIEB MOTYT IIPOCMAaTPHUBATh TPAH3aKIIUK U 3arpyKaTh Pa3IUYHbEIE OTYETEHI
Yyepes MMoJIb30BaTEeNNbCKUY UHTEPGETC .

3.1 lNepBbiK BXoA,

IIpu mepBOM OOCTyIE K II0JIb30BATeNIbCKOMY mMHTepdeiicy Doc2.0 nmocie BxoZa B CUCTEMY
coTpynHuKky Toprosia 6ymeT npenjioXkeHo CO3aTh U BBECTU HOBHIM 11ApOJIh.

You must change your temporary password

Password \ \

Confirmation \ \

Change

The minimum password length must be 8 characters
Use of lowercase and uppercase letters

Using at least one special character

Using at least one digit

MwunHuManbHas OJIUHa I1apoJisi COCTaBlIsgeT 8 CUMBOJIOB. [Taposib moMXKeH cofgepkKaTh MUHUMYM
OIOWH CIIeITMabHBLIA CUMBOJI, OOHY IUGPY, a TaKXKe OOHY CTPOYHYIO M OHY 3arjIaBHYIO OYKBHI.
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Warning: BaxHo, 4TOOHI ITapOiIb HE COCTOSII U3 3HAYMMBIX SI3BIKOBBIX KOHCTPYKIHH. B
1nensax 6e30IaCHOCTH HAaCTOSTETbHO PEKOMEHIYEeTCSI UCII0JIb30BaTh ClIydaliHble OYKBEHHO-
1M POBLIE 3HAYEHUS M PETYIIPHO MEHSATH I1apoJib.

3.2 Bxopn npu nomowu OTP

ECJIN Bkmiouen OTP (OpmHOpazoBeii Ilaponw), BceM mOb30BaTesiM OyOeT OTIPaBJIEHO
9JIEKTPOHHOE TMHWCBbMO C OJHOPA30BOM CCBHIJIKOM [JIA CO3gaHusA BToOporo ¢QakTopa
ayTeHTU(UKAIUN.

I[TpuMep HaHHOTO MKUChMa:

Dear manageruser10
The account manageruser10 with two-factor authentication support has been created for you.
Below you can find the one-time link where you can obtain your temporary password and secret key required in two-factor authentication code calculation.

Enter the secret key or scan the QR code utilizing one of freely available applications which support HOTP (Google Authenticator, Protectimus Smart OTF, Free OTP Authenticator
and others). Then use the generated one-time code while you access your account.

Temporary password and secret key there

BHy'TpI/I IIMCbMa COHOEPXKUTCA CCHIIIKA, Hepefm;{ I10 KOTOpOﬂ MOZKHO IIOJIYYUTBb QR-KOJI n
CereTHbII‘;I KJII0Y:

Two-factor authentication one time link

EMWRY7Z7YCPSWJZKN4WIU43CY7AMUFEJ

[ns pacueTa BTOporo ¢aktopa oTcKaHupyiute QR-Kom unu BBEOUTE CEKPETHHIM KITI0OY B
mo6oM OOCTYIHOM IipuinoxkeHuu, nogmepxkubaloinieM HOTP (Google Authenticator, Protec-
timus Smart OTP, Free OTP Authenticator u gpyrue):

Ecnu giist Bxoma BKIIOUeHa ayTeHTU(UKaIM 10 OHOPa30BOMY I1apoJIio, BBEUTE 3TOT IapOJIb
mpu Bxode B cucteMy. IlompoOHasi mHpopMalius o pabore ¢ OTP mocTymHa mO CCHIIKE.

3.2. Bxop npu nomowu OTP 5
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Protectimus

Enter this code when logging into
your account:

ire

094691

ProTeECTIMUS

Scan QR code

Add token manually

HpI/I BXOoOe B CHUCTEMY YVKaXKHWTE MM IIOJIE30BATEJid, IIapPOJIb U CFeHepI/IpOBaHHbII;I KOO H3
IIPUJIO2ZKEHU A (l'[pI/I KaxJgoM BXone 6yneT 3allpallliBaTbCA HOBBIN IIapOJIb U3 HpI/IHO}KeHI/IH):

Username

firstmerchant

Password

Secret key

094691

Login

3.3 MeHI0 3aroJioBKa

MeH0 pacnoyoXXeHO B BEPXHEU YacTd 3KkpaHa. CjieBa HalpaBO PaCHOJIOKEHEl: UMS YYE€THOU
3amuCH B II0JIb30BaTeIbCKOM UHTEepPdetice Doc2.0 1 ee posib B cCUCTeEMe, TeKylllas JgaTa 1
BpeMs B CHCTEMHOM YaCOBOM II05ICe, CChIJIKa Ha JOKyMeHTanuio https://doc2.codetime.net ¢
nompoOHoM nHpopMalel o oab30BaTenbCKoM unTepderice u API Doc2.0, I3BIK MEHIO U
pacyeTsl BaJIoT:

== English

TestMerchant | merchant | 13.12

3.3. MeHI0 3aronoBkKa 6
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YTOOH N3MEHUTE SI3LIK B MEHIO 3ar0JIOBKa, HCHOHBByﬁTe PaCKpEIBarwIieecsda MEeHIO:

&S English
mm Fyccrui
e Sahy
b Francais

Y106t U3MEHUTH BAJIIOTY OJIS PACUETOB B MOHUTOPUHTE TPAH3aKIUM 1 Ha TPUOOPHON ITaHe !,
HCIIONb3yHTe pPacKphIBalollleecsl MEHI0 B MeHIO 3arojoBka. OOMEeHHEBIW Kypc OOHOBISETCS
eXXeqHEeBHO.

Q
United States dollar uspo 1.00
United Arab Emirates dirham AED 3.67
Argentine peso ARS 3538
Australian dollar AUD 1.38
Bosnia convertible mark BAM 1.59
Brazilian real BRL 373
Bitcoin BTC 0.00
Canadian dollar CAD 1.32
Swiss franc CHF 1.01
Chilean peso CLP 684.51
Chinese yuan CNY 6.96

3.3. MeHI0 3aronoBkKa 7
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3.4 Mpodunb Nnosb3oBaTens

HaxxaB Ha wums Toproslla B JIEBOM BepxXHEM VITTy MEHIO 3arojloBKa, BB Oymgere
nepeHanpasiieHbl B IPOdUIb IOIb30BaTENsSI C ABYMS BKJIagKaMM KOHGUTypauuu Mpoduss B
IpaBo¥ YacTu cTpaHulel: “Ob6mue” n “HacTpoiiku ITOIHOrO Buaa 3aKa30B”:

3.4.

Common

1 O6wMe HaCTPOMNKHM

Your profile Vica_loyalty_test_merchant (mer: Reset password

Name Loyalty test Common
Language Auto

E-mail test.test@gmail.com rde ul
Phone

Default currency usD

Statement preview limit 5

PGP key Not specified

CSV delimiter Detect automatically

Telegram Bot Register Telegram Bot

3mech BBl MOKETE U3MEHUTD ciaenyroiuuye IrapaMeTpPhI:

NwMms;

SI3BIK, HA KOTOPOM cucTeMa OyImeT aBTOMaTUYECKH O0TOOpaXKaThbCsl (MOXKHO U3MEHUThH B
nr000e BpeMsi U3 PacCKPLIBAIOIIEr0Cs CIMCKAa B MEHIO 3ar0JI0OBKa);

AﬂpeC SHeKTpOHHOﬂ IIOYTHI, Ha KOTOpI:IfI 6YIEYT OTIIPABJIATECA BCE€ HACTPOEHHBEBIE
YBEOOMIJIEHUA;

TenedoHHEBIN HOMED;

Basmtora mo ymongaHu1o (MOXKHO U3MEHUTH B JI000€ BpEMS U3 PaCKPHIBAIOLIEr0Cs CIIUCKa
B MEHIO 3aroJjioBKa);

JIUMUT IIpenBapUTENbHOTO IIPOCMOTPA BHIIIHNCOK;
Kmiou PGP;

Paspenutens CSV - o UMIIOPTa/9KCIOPTA OTYETOB U I'PYIIIOBLIX OIIEPAIUM;

3.4.

Mpodcdmnb nonb3oBatenn 8
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» Telegram Bot - peructpanust B 60Te, Ha KOTOPHIN OYOYT OTIIPABASTHCS BCE HACTPOEHHEIE
YBEIOMIIEHUSI;

* MobunbHoe IIPUJIOZKEHHNE - CChIJIKA Ha MOOKITI0YEeHNEe IMTPUJIOKEeHUA OJIA YBeHOMHeHHﬁ;

3.4.2 HacTpoMKM NOJIHOro NPOoCMOTpa 3aKa3oB

B 3TOM paanene MOZKHO HaCTpOI/ITB BUOUMEIE IIOJIA OJIA OETAJIBHOI O HpOCMOTpa Ha CTpaHI/I]_[e
IToncka 3aka3a:

Orders full view settings Vica_loyalty_test_merchant (merchant)

Display seconds in date No
Display transaction dates No
Display merchant No
Display project No
Display gate No
Display processor No
Transaction amount visibility Never

Transaction information

Order description view

Optional fields

sale
account_verification
transfer

preauth
create_card_mapping
update_card_mapping
inquire_card_mapping

delete_card_mapping

Decline reason

Only description

No optional field
No optional field
No optional field
No optional field
No optional field
No optional field
No optional field

No optional field

payout No optional field
mfo_scoring No optional field
pan_eligibility No optional field

3.4. Mpodcdmnb nonb3oBarTenn



CHAPTER
FOUR

OB3OPHAA NMNAHEJb

* MOHUTOPUHT TpaH3aKIUI
* AHanuTuka

O06J1acTh DaHHBIX

O6opor

Koadhdumnuent omobpenust

TpaH3aKHI/II/I II0 CTpaHaM

- HpI/I‘-II/IHBI OTKJIOHEHHUS TPaH3aKINK1

e BrICTpHBIE IENCTBUS

4.1 MOHMTOPMHI TPpaH3aKL UM

MOHI/ITOpI/IHl" TpaH3aKHHfI OOCTYIIEH B BerHefI YaCTHU CTPAHUIIBL O6H.'[eI;I CTaTHUCTHUKMU:

{F] Tumover declined [l 7% [ chargebacks [ Frauds ] Reversals
fitered &1 0%

verify [ 0%

MOHUTOPUHT COONEPKUT CIEAyomue 6JI0KH:

06opoT CyMMa Bcex YCIENUIHBIX Ollepalldi IIpOomaxKu, CIKMCaHUs, OTMEHEH
(Bo3BpaTa) u mmepesoga.

KonmmuecTBo omepanmit yKa3aHHBIX THUIIOB C COOTBETCTBYIOIINM
OTKIIOHEHO, CTaTyCOM.

OTOUNBbTPOBAHO MU

nogTBEPXAEHO

Yapox63ku KonuyecTBO MW CyMMa VCIEINIHBIX oOlepanuii dYapmxk6ska u
IpenapOuTPaxKHLEIX OIIePaIlrii.

MoweHHU4YecTBO KonuuecTBO U CyMMa yCIEIIHBIX MOIIIEHHUYECKUX OIlepalluu.

continues on next page

10



Doc2.0 Merchant Manual

Table 1 - continued from previous page

Bo3spaThl KonmmuectTBO ¥ CcyMMa yCHENIHBIX Ollepaluii OTMEeHBl U
QHHYJIUPOBaHUS.

s mpocMoTpa NOAPOOHOMW aHAJMUTHKHM II0 KaXKAoMy Ccmoco0y OIIaThl, IIEeIKHUTE Ha
yKa3aTelb B IPAaBOM YaCTH COOTBETCTBYIOIETO OI0Ka:

VISA

4.2 AHaNUTUKA

4.2.1 O6nacTb AaHHbIX

s U3MeHeHUs arana3oHa CTaTUCTUKU HCHOHB3YfITe IIePeKIIIYdYaTeIIn:

Today Yesterday @ This week Last week UIERuLL1G] Last month
Sep 24 Sep 23 Sep 24-30 Sep 17-23 Sep Aug

YcTaHOBHTE XKeTaeMbIM MHana30H OaT BO BCIILIBAIOIIEM KaJeHmoape:

This week Last week BLIERuLLIG] Last month =
Sep24-30 Sep 17-23 Sep Aug [01#09}2018 - 30/09/2018 _]

[Sep ] Sep v|
g Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
1 1
2 3 E 5 6 7 8 2 3 4 5 6 7 8
9| 10| 11 12| 13| 14| 15 9| 10 11 12| 13| 14| 15
16| 17| 18| 19| 20( 21| 22 16| 17| 18| 19| 20| 21| 22
23| 24|| 25| 26| 27| 28| 29 23| 24| 25| 26| 27| 28| 29

30 [ 30]

Today is 24/09/2018 Cancel Apply

4.2. AHanuTUKa 11
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IHaHHBIE OIS l"pa(bI/IKOB MO2KHO COPTHUPOBATHE C IIOMOIIIBIO KHOIIKHA KpI/ITepI/II/I:

Criteria (]

Add project

st aHanmM3a MOXKHO yKa3aTb BaJIIOTHI, CIIOCOOHI OMJIAaThl, @ TaKXKe TEePMUHAJIbI, IPOEKTH U
Opyrue maHHble. BoT mpuMep BriGopa criocoba OmIaTH [Jis MOCTPOEHUS qUarpaMMbl:

v all ¥ ALIPAY ¥ ANY_CREDIT_CARD | |[#] ASTROPAY || [# ASTROPAY CARD || ¥ BANK WIRE | BITCOIN # CABAL Criteria (¥]
¥ CASH ¥ CASHU v) COMPROCARD ||« DISCOVER || ELOCARD || JCB < LOAN ¢ LOCAL CARD

=] Card types: ¥ MAESTRO | @ MASTERCARD || MIR & NETELLER || PARALLEL_FORM | @ PAYSAFECARD | @ POLI
¥ QQ ¥ RUPAY ¥ SERVICE ¥ SMS ¥ SOLO ¥ TOTAL_LIMITS || UNIONPAY | [ VISA

¥ WEBMONEY | (¢ WECHAT ¥ YAMONEY Search

4.2.2 ObopoT

KonmuuecTBO YCIIEIIHEIX, OTKJIOHEHHEIX U OT(GUILTPOBAHHLIX CUCTEMOH TPaH3aKITUHi
oToOpaxkeHo Ha rpaduke O6opoTa:

4.2. AHanuTUKa 12
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Turnover Type Week Month = View Count A

— " — o - = 3 — - -ft—s —§ — <

Approved (a) = Declined (a) = Filtered (a)

TakXke HaxxaThueM KHOIIKU MO2KHO BbI6paTB clenymouue Fpa(bI/IKI/I: COOTHOIIIeHue 10
061>eMy TpaH3aKHI/Iﬁ HJIA 110 CyMMe mnaTexkeu, a Takxke 10 TUITY TpaHSaKHI/Iﬁ (Hpo,ua}Ka,

CIucaHue, TepeBon U T. O.). [InaTtexub 103 Doc2.0 Takke oToOpaxKaeT CTaTUCTUKY II0

OTPHUIATEIFHON aKTUBHOCTH ¥ [OXOMaM.
TpebyeMbIii IepUOI BpeMeHH 3aJaeTCs mepeKIndaTeneM (IeHb, Helens, MeCsII):

[4¢]
1]
x

Tun OuarpaMMBbL (CYMMa, KOJIMYECTBO, BCE) MOKHO U3MEHHUTH C ITIOMOIIBI0O KHOMIKHU:

View: FXgG0Gd Count A

4.2.3 KoacdhdpuumeHT ogobpeHus

IInarpaMMa moKa3bIBaeT IIPOLIEHTHOE OTHOIIEHUE YCIIEIIHBIX, OTKJIOHEHHEBIX U
OTGMIIETPOBAHHLIX TPAH3AKIMH 3a BEIOPAHHEINA IIEPUOT BDEMEHH.

IMnarexwusiit mmo3 Doc2.0 Takke oTobpakaeT CTATUCTUKY 110 KAPTOYHLIM IJIaTEXKHBIM
cucTeMaM, I10 BaJIloTaM, a TakKe II0 ctocobaM OIJjiaThl.

AHaNIUTHKA YCIEIIHLIX TPAH3aKIIWIH 3a YKa3aHHLIN IIePUoI 0TOOpaxKaeTcs CIemyIoluM
oGpas3om:

4.2. AHanuTUKa
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Stat. by transactions 011092018 - 301092018 | [CENEY  [le

83.34 %

1.3 %
0%
02

0%

4.2.4 TpaH3akKuuM no cTpaHaMm

O0630p aHAIUTHUKHU II0 CTpaHaM oToOpazKaeT [Ba TUIla perMOHAaNIbHOU CTaTHCTUKU: Ha OCHOBE
IP-agpecoB knueHTOB ¥ Ha 0OCHOBe BIN-KODOB KaprT.

4.2. AHanuTUKa 14
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Stat. by IP @ View: Count 01/09/2018 - 30/09/2018 |  Reset ik

._J (| == Ja—

m B i = =

1 Approved
4.2.5 NMpPUYUHDbI OTKJIOHEHUS TPaH3aKLUuMm

3TOT 9KPaH CTaTUCTHUKH MOZXKHO HCIIOJIB30BaTh OJIA anyaanoﬁ OLIEHKHN Hanbojiee YacCThIX
IIPDUYXH OTKJIOHEHUA mjaaTexel, a Takxke IIPUYNH ‘-IapI[)Kﬁ(—)KOB 1 MOIII€eHHW4YeCTBa.

Decline reason = View: G 01/09/2018 - 30/09/2018 | | Reset| | [l

1 Declined

4.2. AHanuTUKa
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4.3 BbICTpble OenuCcTBuUA
IocTyn K 4aCTO UCIIOJIb3yEMBIM (PYHKIIUSIM PacCIIONOKEH B HUXKHEW YaCTU OJaHHOU CTPaHUIIH:

Favorite reports allreports»| | Favorite actions

#| Transaction Report reports/statements/month/2018-08

|z] Merchant Cashflow Report & reports/statements/unlimited
+| Performance report ] order/id/978194
¢ | Decline Statistics ¢ settings/adjustments/merchant

reports/statements/month/2018-09

B aToM 6710Ke Takke 0TOOpaXkaeTCs TEKyIasi CTATUCTUKA 10 CTaTycaM TPAaH3aKIUM:

Order statuses

0 PROCESSING show
207 SHKNOWN show
446 ERROR e
1 PENDING_RETURNS o
9 VALIDATING_3D show

Iyt mpocMoTpa TpaH3aKUMi C BEIOPaHHBIM CTAaTyCOM HaXXMUTE KHONKY [Toka3aTh:

4.3. BbICTpble AEeUCTBUA 16
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= Order status:

Date range:

= Exact Criteria:

Rows: 10 a 50

Qct2517:27

1016217

APPROVED
VERIFICATING_PHONE

PROCESSING
INVOICED

UNKNGOWN FILTERED ® ERROR
SENT ALL

PENDING_RETURNS

@ PAYOUT_ERROR

@ TRANSFER_ERROR

@ SALE_ERROR

@ AUTH_ERROR

¥ CAPTURE_ERROR

¥ REVERSAL_ERRCR

¥ CHARGEBACK_EXT_ERROR
¥ CANCEL_ERROR

¥ VOID_ERROR

@ PAN_ELIGIBILITY_ERROR
¥ CREATE_CM_ERROR

& UPDATE_CM_ERROR

« INQUIRE_CM_ERROR

@ DELETE_CM_ERROR

@ MFO_SCORING_ERROR
¥ SCORING_ERROR

¥ AV_ERROR

¥ SALE3D_END_ERROR

Order status changed v | Days before v 30

by merchant invoice # » Search

VALIDATING_3D Criteria ¥]

Search

1-1 <default>

T T

1122.00 USD 0 sale 19999 visa

444455)0000¢x1111 5 dice

194.50.24.3 -

4.3. BbICTpble AEeUCTBUA
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CHAPTER
FIVE

3AKA3bI

¢ [Touck 3aKa30B

Haiitu 3aKas3nl

I[TpocMoOTp 3aKa30B

3&pr3Ka oT49eTa O BI:IGpaHHbIX TPAH3aKIIuAX

DKpaH pJeTasien 3akKasa

ITponenypa Crnucanus u OTMEHH U3 TUYHOTO KaOuHeTa

[Tporemypa Bo3BpaTa U3 MUUYHOTO KabUHeTa
Callbacks From Back Office

* PekyppeHTHRBIE IJIaTEXKU

* Onosemenus Ethoca
¢ ChargebackHelp

5.1 lNouck 3aKa3o0B

Ha o»skpane “ITouck 3aka3oB” orobpaxkaeTcs wuHGOpMAIMs II0 BCEM COBEPIIEHHBIM
TpaH3lakuusaM Doc2.0. DKpaH pacmnojiokeH B pazgene “3aka3el” - “Ilouck
3aKa30B”. CBsAi3aHHBIE TpAaH3aKIUU CIPYINOHPOBAHEL B 3akKa3HL. 3aka3 wuMeerT
HECKOJIbKO HUOeHTU(GUKATOPOB: Ha3HaueHHHBIM Doc2.0, npucBoeHHBIN TOpProBlieM WUIHU
IMpucoemuusawineiicas CTOPOHON, a TaKXKe IIPUCBOEHHBIM BHEIIHUM IIPOIIECCOPOM (B ciydae
00paboTKU TpaH3aKIIUK BHEITHUM IIPOIIeCCOPOM).

5.1.1 Hautm 3aKa3sbl

Ba30BEIl ITOKUCK OCYIIECTBIISETCS 110 JaTe€ U TOUHBIM KPUTEPHUAM:

Criteria ]
Date range: Order status changed ¥ | This month v

Exact Criteria: by 6+4 » Search
Search

18



Doc2.0 Merchant Manual

TouHnble KPpUTEPUU MOT'YT OBITH HUCIIOJIb30BAHEI [JIST ITIOHMCKA KOHKPETHOI'O 3aKa3a:

OCHOBHblE

upeHTuGUKaTOp cdeta Toproaia
ugeHTudUKaTop 3akKasa B Doc2.0
naeHTU(GUKATOP 3aKa3a Ipolueccopa
Ha3Ha4deHUe

cyMMa

TOKEH CeCCHUU

Knuent

TenedOHHLIN HOMED
9JIEKTPOHHA4 IIoYTa
IP agpec

Crpasna IP agpeca
cTtpaHa IlnaTenbiimka

KapTta Otnpasutens

Ha3BaHKe O0aHKa

cTpaHa

KapTa c ugeHTH(UKaTOpa 3aKa3a
BIN

HOuana3oH BIN u3 3aka3za
nocnenaue 4 1mudpsl

6+4

KO[ IIOOTBEPXKIOEHUA

* ARN

RRN
mepxkaTeJslb KapTel
card ref id

KapTa Monyyatens

Ha3BaHKe GaHKa

CTpaHa

KapTa C uaeHTHu(pUKaTopa 3aKa3a
BIN

Ouana3oH BIN u3 3aka3za
rnmocnenuue 4 nuudpwl

6+4

KO ITOATBEPKIEHUS

* ARN

RRN
card ref id

Wire

HOMED CYETa
HOMEp MapIIpyTa

continues on next page

5.1. NMowuck 3aKkasoB
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Table 1 - continued from previous page

Card Present API

* ugeHTU(GUKATOP puaepa
* CEpUUHLIM HOMED KJII0Ya puaepa
* CEpUMHBLIM HOMED YCTPOUCTBA pugepa

MobunbHbii API

* CEpUMHBIA HOMED YCTPOUCTBA
* CepuuHLIN HOMeD TennedoHa
IMEI Tenedona

Hamnb6omnee ymoOHEIMY KPUTEPHUSIMH IJIS TOMCKA TOYHON TPAH3aKIIUMU SBISIOTCS:

* 6+4 - mo3BonsieT HauboJiee TOYHO UCKATh KOHKPETHYIO KapTy;

¢* KOO IIOOTBEPXKOEHUuAd U RRN (MoxkHO IIOJIYYUTE U3 0AaHKOBCKOI BBIIHUCKH WJIH U3
KBHUTAHIIUU O nepeBOJ:[e);

* UAeHTU(GUKATOP TPaH3aKIINU.

I OmOIHUTEIbHEIE KPUTEPHHU ITOUCKA UCIIOJIB3YIOTCA OJIA obnmeryeHus BI:IGOpa CIIMCKa

COOTBETCTBYIOIIINX 3aKa30B.

HOCT}/TIHBI cilaenymuuye KpUTepuu:

Tunbl KapT ITo3BonsIeT MNPOCMATPHUBATh TPAH3AKIHUHM C OIpPeneleHHEIM
THIIOM KapT ¥ CII0COOaMU OIIJIATHI.
BanwTa ITo3BonsieT BLIOpATh OOHY UITH O0JIee BaJIOT.

Tunbl TpaH3aKLMWK

I[To3BomsieT OTO6pa31/ITI: BCe TPaH3aKIWKW YKa3aHHOI'O THUIIA.

CtaTycCbl TpaH3auum

ITo3BonsieT OTOOPa3uTh BCE TPAH3AKUWKM C YKa3aHHBIM
CTaTyCoOM.

CtaTycCc 3akasa

Ecnm TpaH3akUuio He yOaeTcs HaWTH, [OAaHHBIM KPUTEpHUU
TIO3BOJISIET OTCIIEXKUBAThL €€ Ha BCeX dTamax o0paboTKH.

TepMuHan ITo3BomsieT oOTOOpa3uTh BCe TpPaH3aKIMKM Ha BHIOPAaHHBIX
TepMUHaNIax.

MpoekTt ITo3BonsieT 0TOOpa3WUThb BCE TPAH3AKIUM II0 KOHKPETHOMY
TIPOEKTY UIIU 110 HECKOJILKMM IIPOEKTaM.

Toprosey, ITo3BomsieT 0OTOOPA3UTh BCE TPAH3AKIIUM [JId KOHKPETHOTO
TOProBia UJIN OJid HECKOJIELKHUX TOPIOBILIEB.

Koo ownbku ITo3BossseT 0TOOpPa3UTL BCe TPAH3AKIMH C OIPedenéHHOH

OIIIMOKOM.

ITocrne BEIGOpPA OMHOTO I HECKOJIBKUX KPUTEPHUEB ITOMCKA HakMHUTE [TouCK.

5.1. NMowuck 3aKkasoB
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5.1.2 NMpocMoTp 3aKa30B

[To ymonm4yaHMIO 3aKa3kl B [InaTéxuoM IIm03e 0TOOpaxkKawTCs CIeqyIoiuM 06pa3oM:

fara

Sep 17 12:55 977233 11 777.00 RUB transfer & 554373XXXXXX2104 mm 445435)0000(X 1181 852623

3aka3bl MOTYT OBITH IpefcTaBsieHsl B KpaTtkom unu [Togpo6HoM Bune. Bum MoKHO
TIEePEKIIIOYUTE C IIOMOIIBIO CIEOYIOmel KHOIIKU:

View: w Detailed

B mompo6HOM Bume 3akKa3wl OymyT 0TOOpazKaThCs CIeAyIOIUM 00pa3oM:

Sep 17 12:55 1 777.00 transfer
977233

902B4FF5

RUB

Test Order Description

mm B&N BANK PUBLIC JOINT STOCK COMPANY

B8] 554373XXXXXX2104 CARD HOLDER
mm LLC HOME CREDIT AND FINANCE BANK

VISA  445435)XXXXXX 1181

mm 8526235232

KonnuecTBO 3aKa30B,

oToOpazkaeMEIX Ha OOHOM CTpaHHIle, MOKHO U3MEHUTH KHOIIKaMHu B
cronbie “CTpormu”:

Rows: 10 a 50

K#onka [JaTa BRIIOJIHSIET COPTHPOBKY IO maTe. 1o yMOIYaHUIO HOCIegHHE TPaH3aKITUN
0TOOPaxXkarTCs CBEPXY.

5.1. NMowuck 3aKkasoB 21
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5.1.3 3arpy3kKa oT4yeTa O BbiIOpaHHbIX TPaH3aKLMUAX

YT1o0OnI BEITPY3UTH CIIMCOK OTCOPTUPOBAHHEIX TpaH3aKHHfI, HaXMHTE OOHY M3 CII€OYIOIIUX
KHOIIOK:

4 - ckauaTth B Excel ¢popmare.

- ckauaTh B CSV ¢opmare.
71 yopaBieHus IOJIIMU BRITPY3KHU MOXKHO HCIIOIb30BaTh HOIOJHUTEJIPHOE MEHIO:

<default> v

<default>

Manage export fields

B PaCKpPEIBAKOIIEMCSA OKHE BbIGepI/ITe HeOGXOJII/IMBIe OAaHHBIE 1 COXPAaHUTE CIIMCOK:

Order report export settings

Name: | \

Available ‘ ‘ Selected ‘
Customer Phorje = (_Zard NumE:er -
Cust_omer Email | | |Account Number
Routing Number » Customer IP
Merchant IP | | |Merchant Site
Merchant ID 1 Project ID
Merchant |

| |Project
U End-Point ID

End-Point

Error Message

Ty 1IN bt
Cancel Save

5.1. NMowuck 3aKkasoB 22



Doc2.0 Merchant Manual

5.1.4 DkpaH peTasien 3aKasa

DKpaH CBe[eHU 0 3aKa3e OTKPHIBAeTCA HaxKaTUeM Ha UAeHTU(PUKATOP 3aKa3a Ha 3KpaHe
TIOUCKa.

IMTogpo6Hasa uHGoOpMaNusa 0 3aKa3e, Takasd Kak UAeHTU(PUKATOPH! U BpeMs CO3[aHUs 3aKasa,
oToOpazkaeTcs B JIEBOM YaCTU JaHHOTO 9KpaHa:

Creation time: 18-11-2022 16:42:45.000
Merchant order ID: 34T43R77N

Order ID: 6863381

External Order ID PNTEST-6863381

Order description: Test Order Description
Request source: www.google.com

Fraud Score

Merchant URL

End Point: TestEndpoint

Project: TestProject

Ha kapTte oToOpazkaioTcs IepBhie IIECThb U IOCIeAHNEe YeThIpe ITU(pPLl HOMepa KapThl, JaTa
OKOHYaHUS CPOKa OeNCTBUS KapTH U UMS Blafeblla KapThl. TakKe IPUCYTCTBYET
uHpopManusa o cTpaHe, 6aHKe, TUIIE KAapTH U MJIaTeXHOM CUCTEMe KapTHL.

Bl EINK OF ZMERT
5500 29 5661
e e

5.1. NMowuck 3aKkasoB 23
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PsamowMm c KapTaMnu OTHpaBI/ITeHﬂ u HOHY‘-IaTeHH HaXoOsAaTCsA KHOIIKHW OJIS H06aBHeHI/IH OaHHBIX
KapPTEI B YEPHEIE, Oenble 1 CIIMCKHU JIOSIIIBHOCTH.

B sn F AMERICA =
5500 29-- ---- 5661 | 5500 29- -
CARD HOLDER @ CARD HOLDER

[omonHuTENbHLIE MaHHBIE 0 KiTMeHTe, OTIIpaBiIeHHbIe TOPTOBLIEM WU ITPEOOCTaBIeHHEIE
KnuentoMm Ha naTékHo# ¢opMme, 0TOOpazxKarTCs IO MHAUKATOPOM KapThl MJIN
UHOMKATOPOM IPYyTroro crocoba ormnaTkl. KKK 1o 3HaYeHWIO TAKOr'0 IapaMeTpa BEI30BET
TIOMCK BCEeX TPaH3aKIHuH, ComepxKallluX TaKoe ke 3HaueHne.KIuK 1Mo 3HauKy + BO3Je
3Ha4YeHus mapaMeTpa (06BedeHEl KPaCHLIM Ha M300pazkeHur HUXKe) T0OaBUT ero B YEPHEIH,

OeJIbIil CIIMCOK HMITH CIUCOK JIOSIITLHOCTH. HOBTOprIfI KJIMK I10 3HAQYKYy UCKJIIOYUT 3HAYEHHUEe
13 CIIKMCKa.

=

s -

Credit Credit Credit

Consumer Consumer Consumer

5500 29 5661 5500 29+ ---- 5661
12/99 [ Search by BIN range 12/9¢ Search by last 4 [ 12/9¢ bm
CARD HOLDER VISA CARD HOLDER VISA CARD HOLDER 1SA

[omonHuTEeNbHBIE MaHHBIE 0 KiTMeHTe, OTIIpaBiIeHHbIe TOPTOBLIEM WU ITPEOOCTaBIeHHEIE
KnuentoM Ha naTékHoM ¢opMe, 0TOOpazXKarTCs IO MHAUKATOPOM KapThl UJIN
UHOMKATOPOM IPYyToro crocoba ormraTkl. KKK 1o 3HaYeHWIO TAKOr'0 IapaMeTpa BEI30BET
TIOMCK BCEX TPaH3aKIHNH, ComepxKallluX TaKoe ke 3HaueHne.KiIuK 1Mo 3HauKy + BO3Je
3Ha4YeHus mapaMeTpa (06BedeHEl KPaCHLIM Ha M300pazkeHuN HUXKe) T0OaBUT ero B YEPHEIH,

OeJIbIil CIIMCOK HUITH CIUCOK JIOSIITLHOCTH. HOBTOprIfI KJIMK I10 3HAQYKYy UCKJIIOYUT 3HAYEHHUEe
13 CIIKMCKa.
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Unknown
Debit

4733 57-- ---- 5582

o
(e

CARD HOLDER VISA

ADD TO LISTS

|P-address

E i

E-mail:
E-mail domain
First name

Last name

Purpose

'S
[4%]

5]
N
=

Bce TpaH3aknuy BHYTPU 3aKas3a IPYNINPYIOTCS M PACCYUTHIBAETCS KOMUCCHUS 3a KaXKOyIo
oIeparuro:

18-11-2022 16:44 sale 100.00 [79523] ZetGate(USD) [TST] PNTEST-6863381
. 3.00
0.00 -

[laHHEBIN 9KpaH nUMeeT QYHKINIO Ho0aBIeHus 3aMeTOK. Hampumep, 3aMeTKH I
IOKYMEHTOB M0 TpPaH3aKIINK, KOHTAKTOB KIIMEHTOB WU Jmobas apyras nHQopMaIus,
CBsI3aHHAS C 3TUM 3aKa30M.
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Memos

This is

Texymui cTaTyC TpaH3aKIIMKU HaXOOUTCS B IIPABOM BepXHEU YacTU SKpaHa 3aKa3sa:

1122.00 RUB

0.00 RUB
20-09-2018 12:24
3dFull failed

O6mast nHpopMalms 060 BCceX TPAaH3aKIHUAX, CBSI3aHHBIX C IPEIOCTABJIEHHEIMU JaHHBIMU
KIIMEeHTa, 0TOOpaXkaeTcs Ha BEpXHeH maHeIn:

O611ast cyMMa BCeX TpPaH3aKIIWi, COBEPIIeHHBIX YKa3aHHEIM OepxKaTeleM KapThl, U
KOJIMYECTBO 0H0OPEHHBIX/0TKJIOHEHHBIX/OTOUIPTPOBAHHEIX U T. O. TPAH3AKIUN:

CARD HOLDER  enkd

0 reversal
$1499 0 chargeback
12 0 | 0dispute

OO1Iasi cyMMa TpaH3aKIUK U KOJMTUYEeCTBO OIOOPEHHBIX/0TKIOHEHHBIX/0T(PUILTPOBAHHEBIX
TpaH3aKLMU C yKa3aHOU 3JI€KTPOHHOU IIOYTOU:

O61Iasi cyMMa TpaH3aKIuK ¥ KOJTUYECTBO 0I0OPEHHBIX/0TKIOHEHHBIX/0T(PHUIBTPOBAHHBIX
TpaH3aKOu{ C yKa3aHBIM [P agpecom:

5.1. NMowuck 3aKkasoB
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0 fraud
0 reversal

john.smith@gmail.com

$ 842 0 chargeback
0 dispute

0 fraud
85.26.235.232 ST

S 509 0 chargeback
0 0 dispute

OO61Iasi cyMMa TpPaH3aKIUK ¥ KOJTUYECTBO OO0OPEHHBIX/0TKIIOHEHHBIX/0T(PHUIBTPOBAHHBIX
TpPaH3aKUIM# C yKa3daHbBIM HoMepoM KapTel (PAN):

2200 55XX XXXX 6423 0 foud

0 reversal

$ 17 0 chargeback
1 0 0 dispute

5.1.5 NMpoueaypa CnucaHma m OTMEeHbl U3 JIMYHOIro KabuHeTa

Ecnu y mpemBapuUTENIbHOM aBTOPH3AIlMK YCIEIIHBI KOHEYHEBIM cTaTyc, TOproBel] MOXKeT
VHULIMUPOBATh OTMEHY, KOTOpas OTMEHSEeT BHIUET U BO3BpalllaeT 3abJIOKUPOBAHHYIO CyMMY
o0paTHO Ha KapTy KjMeHTa. BMecTo oTMeHH, TOproBell MOXKeT MHUIIMMPOBATH CIIHCaHUeE,
KOTOPOe BHIYUTAET 3a0JIOKMPOBAHHYIO CYMMY C KapThl KjJueHTa. YUTOObB WHUIIMUPOBATH
OTMEHY MM CIUCaHWEe II0 TPaH3aKLUWU, NepelauTe K OeTallIM COOTBETCTBYIOIIIErO 3aKasa.
Ha crpanwulie cBeeHu# 0 3aKa3e HaXMUTE KHONMKY OTMEHUTH 3aKa3 AJIsi OTMEHHl BHIYeTa U
IMopgTBepOUTH 3aKa3 IJig BhIYeTa 3a0JIOKMPOBAHHOMN CYyMMEL.

5.1.6 NMpouepypa BosBpaTta M3 nM4HOro KabmHera

Ecnu 3aka3 nuMeeT yCIemIHE U KOHEYHEIN CTaTyC, ToproBer MOXeT BEPHYTh OeHbIru KnueHTy
1o ero 3ampocy. YToOs MHUIMWPOBATh TPaH3aKIMIO Bo3BpaTa (0TMeHEB) Ha KapTy Knuenra,
IepeyuTe B eTalld COOTBETCTBYIOIEro 3aka3a. Ha cTpaHuIle getanel 3aKka3a HaXMUTE Ha
KHOIKy CrenaTh peBepcail.

IIramoroBoe OKHO OTKPOETCsA KaK IIOKA3aHO HUXKe:
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Order actions

Cancel order

Capture order

Order actions

Reverse order

Reverse order

Amount *: (10.42 |

Comment :

B sTOM gmanoroBoM OKHe yKa3hIBaeTCs CyMMa Bo3Bpara. OHa MoxkKeT OBITh yKa3aHa Kak B
TIOTHOM pa3Mepe, TaK U B YaCTUYHOM B TOM B ClIy4ae, ecjii TOproBel] BO3BpalllaeT OIIaTy 3a
oTIpefieNIEHBIE TOBAPHI, SBIISIONIMMUCS YacThIO 3aKa3a. B mone KoMeHTapuii MOXKHO 00aBUTh
OTIMCaHMEe BO3BpaTa.

Warning: ToprosiaM cienyeT ObITh IPeaeTbHO BHUMATEIbHEIMY IIPY BO3BPATe CPECTB!
3anpockl Ha BO3BPAT HEMEJIEHHO OTIIPABIISIIOTCS B 6AaHK M OTMEHHUTH 9Ty TPAH3aKILUIO U3
cucteMbl Doc2.0 6ymeT HEBO3MOKHO.

5.1.7 Callbacks From Back Office

If the order has final status and had server callback url in the initial request, the Merchant
can re-send the final callback. To send a callback to the Connecting Party, go to the details of
the relevant order. On the order details page, click the Callbacks button.

Callbacks

5.1. NMowuck 3aKkasoB 28



Doc2.0 Merchant Manual

[xanoroBoe OKHO OTKPOETCs KaK IIOKa3aHO HUXKe:

Callbacks

https://doc2.codetime.net/
23471496 SALE APPROVED 10/21/25,1:19PM  10/21/25, 1:20 PM 29 Y
doc/dummy.htm

In this dialog box click Send to sent callback to the Connecting Party.

5.2 PeKkyppeHTHbIe MnJlaTeXu

IaHHBIM 9KpaH HaXOOUTCA B “3akas3nl”.
Ha marnHOM 3KpaHe 0TOOpazxKaroTCs PeryiaspHbIe IIaTeXXu (HalrpuMep, IMOOIHUCKHT).
Ba30BhIl ITOKMCK OCYIIECTBIISETCSA 110 JaTe€ U TOUHBIM KPUTEPHUAM:

Criteria u
(=] Exact Criteria: by invoice » Search

Date range: Today v
Search

Knxomnka KpI/ITepI/II/I COZXKEePXKUT OOIIOJIHUTEJIEHBIE ITIaPpaMEeTPHI IIOMCKa:

Ctatyc pekyppeHTa
ITo3BonseT BEIOpATh YKa3aHHEIM CTAaTyC TOBTOPEHUS PETYIIAPHOM
TPAH3aKIIUN:

Failed - HeynayHas IONBITKA;
Scheduled - 3ammanupoBaHHas MMONBITKA;

Stopped - BpeMeHHO MPHUOCTAaHOBIEHHAS UJIM OTMEHEHHAa s
MIOTBITKA.

continues on next page
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Table 3 - continued from previous page

Tun pekyppeHTa
ITo3BonseT BEIOpaTh YKa3aHHEBIM TUI IOBTOPEHUS PETYIIAPHON
TpaH3aKIWuU:

Manual - perynspHbie IaTeXu NHAIIMUPYIOTCSA BPYYHYIO;
Auto - perynspHbie IJIaTeXXKU UHUIUUPYIOTCS aBTOMaTU4YeCKH B
COOTBETCTBUU C YCTAHOBJIIEHHBIM I'papmuKOM;

Native - perynsipHble IIJIaTeXKH MCIIOIb3YIOT CIIeIHalbHYI0
MHTerpamuio B 6anke JDKBaMepe.

TepMuHan ITo3BonsieT BEIOpAaTh KOHKPETHHIM TEPMHHANI WM HECKOJIBKO
TEPMHUHAJIOB, €CJIU TaKOBEIE UMEIOTCH.

MpoekT
[To3BomsieT BEIOPATh KOHKPETHHIN ITPOEKT UJIM HECKOIBKO
IIPOEKTOB, €CJIN TAKOBEIE NMEIOTCS;

BriOepuTe onyH UIU HECKOJILKO KPUTEPUEB U Haxkmurte Ilonck
4TOOBI HAUTU HYKHYIO TPAH3aKIUIO.

5.3 OnoBeweHus Ethoca

9Ta ceKuus MO3BOJISIET YBUAETH ONOBelleHus: oT Ethoca, KOTOphIe TOMOTAOT IPENOTBPATUTh
4apaKOIKU:

Templates search

Criteria a

Exact Criteria: by card from alert » Search

Date range:
all account suspended attempting stop in progress missed not found other partially stopped
= Confirmed Fraud status:
previously cancelled shipper contacted stopped
(=] Customer Dispute status: all not found other previously refunded resolved unresolved
= Alert status: all declined processed refunded unprocessed Search

5.4 ChargebackHelp

DTa ceKIMs MO3BOJISIET YBUMETH OMOBeIeHusT oT Verifi, KOTOphle TOMOTAIOT TPEIOTBPATUTh
4apaxKOIKU:

Templates search

Exact Criteria: by merchant descriptor  » Search

Date range:

all ALREADY_PROCESSED NOT_FOUND NOT_SETTLED PARTIALLY_REFUNDED REFUNDED
=] Alert status:
REFUND_FAILED REFUND_REQUIRED REFUND_STARTED UNKNOWN C Search
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OTYETDI

Doc2.0 uMeeT HECKOIBKO (pOPMATOB OTUETOB IJI IPOCMOTPA OBUIKEHUS NEHEXKHBIX CPEICTB
u 3¢pPeKTUBHOCTHU, IPOBEAEHUSI CBEPKU U MCIIOIb30BaHUS BO BHEIIHUX CHUCTEMaX, a TaKXe
BO3MOKHOCTh THOKOM HACTPOUKK HAHHBEIX, OTOOpPaxKaeMbLIX B OTYeTaX. B maHHOM pa3mgerne
moapoOHO PacCMaTPUBAIOTCS (PYHKIMOHAJIBHBIE BO3MOXKHOCTHA CUCTEMEI 10 OTOOPAXKEHUI0 U
BHITPY3Ke 0T4eTOB B popMmaTax Excel u CSV.

6.1 TpaH3aKLMOHHbIN OTYET

This report contains the list of transactions for the specified time period. To download the
necessary data, the following criteria are used: dates, date type, transaction types, change
status, card types, transaction id, recurrent filter, time zone, CSV encoding. This report can
also be downloaded by API for automated reconciliation or analysis: Remote transactions
reportl. Additional criteria can be added by pressing the Criteria button: order status,
currency, endpoints, projects.

MakcuMaJTbHBIN EePUO BHIIPY3KU oTueTa cocTaBnsdeT 93 mus. Eciu TpebyeTcst BRITpy3Ka
OaHHBIX 3a IIIeCTbh MecsAleB u 00Jiee, pa3fgenute TpeOyeMblil TepHUo Ha YacCTH.

YTOOH U3MEHUTD I.Ha6J'IOH, BOCHOJ'[L3YI;IT6CL HWHCTPYMEHTOM YIIPaABJIIEHUA mabIoHaMHU:

<default> v

<default>
Manage export fields

BI:IﬁepI/ITe KPUTEPHUHU OJId 3TOT'0 OTHYETa BO BCIIJIBIBAKOIIIEM OKHE:

! https://doc2.codetime.net/integration/common _utilities/reports.html#remote-transactions-report
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ITocrne BEIGOpa HEOOXOOUMEIX ITapaMeTPOB BBEAUTE UMS I1a6I0Ha ¥ HaXKMUTE KHOIKY

Order report export settings

Name:

Available

Txid

Created Date (User TZ)
Created Date (Server TZ)
Bank Date (User TZ)
Merchant

Bank Date (Server TZ)

Selected

End-Point ID
Project ID
Project Name
Currency

Site URL
Card type

Ip

Type

Status

Error Number

Cancel

Save

CoxpauuTh. [ BHITPY3KM OTYETA HAXKMUTE Ha KHOMKY CSV.
ITpuMmep mony4yeHHOM TaGIUITEI TOKa3aH HUXKE:

A B C D E F G J K L M N
1 Date range: 2018-09-16 00:00:00/2018-09-22 23:59:59; Dates type: Transaction created dates; Transaction types: [account_verification, arb
2 Txid Created Dat Created Dat Created Di Mer: End-Poir Projec Currency  Card type Ip Type Status Error I Amount
3 977203 2018-09-17 2018-09-17 17.09.18 ICE 3827 1532 RUB HCMK MI165.153.12, sale approved 10.420
4 977206 2018-09-17 2018-09-17 17.09.18 ICE 3827 1532 RUB HCMK MKI65.153.12. sale approved 55123.000
5 977209 2018-09-17 2018-09-17 17.09.18 ICE 3827 1532 RUB HCMK MII65.153.12. sale approved 10500.000
6 977214 2018-09-17 2018-09-17 17.09.18 ICE 3827 1532 RUB Visa 65.153.12. sale approved 10.420
7 977216 2018-09-17 2018-09-17 '?'3,"7_09_ 18 ICE 3827 1532 RUB Visa 65.153.12. sale approved 1100.000
8 977217 2018-09-17 2018-09-17 17.09.18 ICE 3827 1532 RUB Visa 85.26.235. sale approved 1700.000
9 977218 2018-09-17 2018-09-17 17.09.18 ICE 3827 1532 RUB Visa 85.26.235. sale approved 1700.000
10 977219 2018-09-17 2018-09-17 17.09.18 ICE 3828 1532 RUB Visa 85.26.235. transfer  approved 1700.000
11 977202 2018-09-17 2018-09-17 17.09.18 ICE 3827 1532 RUB HCMK MIKI65.153.12. sale declined 1015 10.420
12 977226 2018-09-17 2018-09-17 17.09.18 ICE 3828 1532 RUB Visa 85.26.235. transfer  approved 1700.000
13 977232 2018-09-17 2018-09-17 17.09.18 ICE 3828 1532 RUB MasterCar 85.26.235. transfer  approved 13666.000
14 977233 2018-09-17 2018-09-17 17.09.18 ICE 3828 1532 RUB MasterCar 85.26.235. transfer  approved 11777.000
15 978194 2018-09-20° 2018-09-20° 20.09.18 ICE 3828 1532 RUB HCMK MWI85.26.235. transfer  approved 1122.000
Note: CdopmMupoBaHHBIN OTUET UMEET IIPaBUIIbLHO chopMupoBanHbil popmat (well-formed)

CSV. B cooTBeTcTBUM C IIOJs , comepxkaliue mepeHockl cTpok (CRLF CR, LF), mBoiiHBIE
KAaBBIYKH U 3aAlldThie 3aKJIIOYAIOTCA B ,'E[BOIZHBIG KaBBIYKH.

6.1. TpaH3aKLMOHHbINA OTHET
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6.2 OT4YeT O ABUXXEHUU OEeHEeXHbIX CpencTB TOprosua

B aTOM OoTYeTe PacCYUTHIBAIOTCS OOOPOTHI IT0 TPAH3aKIIMAM: Ipoaazka, dYapaK09K
(BO3BpaTHLIM IIJIATEK) ¥ BO3BPAT cpencTB. [IoKa3nIBaeTCs pacipeneeHne 000poTa ¢
KOMUCCHUSIMH U TPUMEPHAas IPUOBIIL 3a BEIOPAHHBIN IIEPHUO]I, a TaKXKe eKeTHEeBHAA ITPUOBIIb.
7151 3arpy3Ku HEOOXOOMMBIX TaHHBIX MCIIOIb3YIOTCS CJIEAYIOIINEe KPUTEPUH: HAaThI, IIPOEKT,
BaJTIOTHL.

ITpu HEOOXOOUMOCTH MOXKHO HOOABUTDH HOIIOJTHUTEIbHEIE KPUTEPHUH, Ha’KaB Ha KHOIIKY
Kputepuu: TepMUHAaIE], IPOEKTEHL.

[laHHBIE MOXKHO 3arpy3uTh, Ha’kKaB Ha KHONKY CreHepupoBaTh.

I[TpuMep mMOIyYEeHHOTO OTYeTa IMOKa3aH HUXKe:

A B o] D E F G H | J K
Sandbox; Date range: 2000-01-01 00:00:00/2999-12-30 23:59:59; Project currency: USD

1

2

3 Merchants: TestMerchant
4 from 01-Jan-2000 to 31-Dec-2999
5

Date Currency VAT Transfer amount Reversal Cancel Refund Fraud Chargeback Dispute GEIE
6 amount reseller
7 12-may-2022 UsD 1,00 0,00 0,00 -1,00 0,00 0,00 0,00 0,00 0,00
8 13-may-2022 USD 24,00 0,00 0,00 2,00 0,00 0,00 0,00 0,00 0,00
9 14-may-2022 UsD 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00
10 15-may-2022 UsD 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00
" 16-may-2022 UsD 905,20 31,26 0,00 0,00 0,00 0,00 -10,00 0,00 0,00
12 17-may-2022 UsD 30,42 0,00 -5,00 0,00 0,00 0,00 0,00 0,00 0,00
13 18-may-2022 USD 210,42 100,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00
14 19-may-2022 UsD 1210,42 0,00 -100,00 0,00 0,00 0,00 0,00 0,00 -12,10
15 20-may-2022 USD 1000000010,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00/-10000000,10
16 21-may-2022 UsD 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00
17 22-may-2022 UsD 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00
18 | 23-may-2022 usbD 500,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00 -5,00
19 24-may-2022 UsD 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00
20 25-may-2022 USD 15550,00 0,00 0,00 0,00 0,00 0,00 0,00 0,00 4,00

6.3 OTYET O NPOMU3BOAMUTEJIbLHOCTHU

B aToMm oTueTe oToOpaxkaeTcss GMHAHCOBHIM ITOTOK 3a YKa3aHHBIM nepuon. OH Takxke
TI03BOJISIET IPOCMATPUBATDL KOJIMYECTBO YCIIEIIHBIX U HEYCIIEIIHbIX TpaH3aKiui. 'nbkas
HaCTPOMKa KPUTEPHEB IIO3BOJISIET HOJIYYUTh He0OX0OUMEIe MaHHbIe: TUAlla30H U THUI [aT,
BaJIIOTHI, TUIIBI KapT, TPYIIIMPOBKY AaHHBIX. [Ipy HEOOXOOUMOCTH MOXKHO HOOABUTH
IOIIOJIHUTEJIbHEIE KPUTEPUH, HaXKaB Ha KHONIKY Kputepuu: TepMUHAIbL U IPOEKTHI.
B0o3M02KHO IIPOU3BECTH IpPeABapUTENbHEIN IIPOCMOTP OTYEeTa, HaXkKaB Ha KHOIKY
I[TpenBapuUTENBHEIN IPOCMOTP.

OTueT MOXKHO CO3[aTh, HaXXaB Ha KHONKY CreHepupOBaTh.
ITpuMep MONTyYEeHHOTO OTYETa MOKA3aH HUXKE:

A B C D E F S T U v w

1 | ASTROPAY, ASTROPAY CARD, BANK_WIRE, BITCOIN, CABAL, CASH, CASHU, COMPROCARD, DISCOVER, ELOCARD, ENTEROPAY CARD, JCB, LOAN, LOCAL CARD, MAESTRO, MASTERCA
2 Performance report for 01-Sep-2018 - 01-Oct-2018

3 Merchant ID Merchant | Project ID ‘ Project Day Number Day ‘ Sale Amt Sale l::pr:)troved Sale Declined Cnt D;:iii:e Reversal Amt
4 1456 ICE 100 108,84 12 1 0,00% 0,00
5 1532 Test project Ice 100 108,84| 12 1 0,00% 0,00
6 260 2018-09-17 98 986,84 1" 1 0,00% 0,00
7 263 2018-09-20 1122,00 1 0 0,00% 0,00
) 1] 0,00% 0,00

TOTAL 100108,84| 12
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6.4 E>XXenHEeBHbIN OTYET O AeATeJ/IbHOCTU ToOprosua

B aToM oTuéTe oTOOpaXkaeTCcs eXKegHEBHBIN (MHAHCOBEIM ITOTOK 32 ONPENeSIeHHBIN TEPUO,.
Is1 3arpy3Ku HEOOXOOUMEIX HAaHHBIX UCITOJIB3YIOTCS CIIEOYIOIINe KPUTEPHUH: [aTa, TPOEKTHI,
BaJTIOTHI, TUTIH KapT. [Ipu HEOOXOOMMOCTH MOXKHO HOOABUTDH HOTOTHUTEIFHEIE KPDUTEPUH,
HaxkaB Ha KHONKY KpuTepuu: TepMUHAIBLI U TPOEKTHI.

OT4yeT MOXKHO 3aTPYy3UTh, HaXKaB Ha KHOTIKY CTeHepUpoBaTh.

[TpuMep MONYyYEeHHOTO OTYEeTa MOKa3aH HUXKE:

A 8 c p) s T u v w x Y z M A8 AC o) AE A AG AH
4 D. ASTROPAY, ASTROPAY CARD, BANK_WIRE, BITCOIN, CABAL, CASH, CASHU, COMPROCARD, DISCOVER, ELOCARD, ENTEROPAY CARD. JCB, LOAN, LOCAL CARD, MAESTRO, MASTERCARD, MR, NETELLER, PARALLEL_FOR
2 Merchant daily performance report for 01-Sep-2018 - 01-Oct-2018

5 | MerchantD Merchant Day Number Day saleamt | S APV oate pectined Cat| Pron |Reversal Amt | ReversalCat |“vers | cnpame | "20ebRK] B0 | prang amt | Frauacat | 20 | pisputeamt | vispute cnt [Pebee
7 26 |201800.03 000 o o| oo0m 000 of o00% 000 o 0o0% 000) of oo 0.00) of oo0%
8 27 |2018.00-04 0.00) 0 o ooom 000) o 000%) 0,00 0| 000% 000 of  000% 000 of 000%
9 28 |201800.05 0,00 o o] 000 000 o 000% 000 0| 000% 000 of oo 000 o| oo0%
10 29 |201800.06 0,00 o o| 000 000 o| o00% 000 o oo0% 000 of oo0% 000 o| ooo%
1 250  |2018.00.07 0,00 o o] ooos 000 o| 000% 000 0| 0o0% 000 of oo 000 o| ooo%
12 251 |2018.00.08 0,00 o o| 000 000 o| o00% 000 o oo0% 000 of oo0% 000 o| ooo%
13 252 |201800.00 0,00 o o] o00% 000 o| 000% 000 0| 000% 000 of oo0% 000 o| 000%
1 253 |201809.10 0,00 o o] oo0% 000 o| o00% 000 o oo0% 000 of oo0% 000 o| ooo%
15 254 |201800.11 0,00 o o] o00% 000 o] 000% 000 0| 000% 000 of oo0% 000 o| 000%
1 255 |201800.12 0,00 o o] oo0% 000 o| o00% 0.00] o oo0% 000 of oo0% 0.00) o| ooo%
7 256 |201809.13 0,00 o o] o00% 000 o] 000% 000 0| 000% 000 of o00% 000) o| oo0%
1 257 |2018.00.14 0,00 o o] oo0 000 o o00% 000 o 000% 000) of 000 0.00) o| ooo%
19 258 |2018.09-15 0,00 o o] oo0% 000 o 000% 000 0| 000% 000 of oo0% 000) o| oo0%
20 250 |2018.00.16 0,00 o o| 000 000 o| 000% 0.00) o| 000% 000 of o005 0.00) o| ooo%
21 260 |2018-09-17 98 986,04 1 1| oom 000 0| 000%) 0,00 0| 000% 000 of 000% 000 of 000%
2 261 |2018.00.18 0,00 o o] oo0m 000 o 000% 000 0| 0o0% 000 of oo 0.00) o| ooo%
2 %2 |2018.00-19 0.00) 0 o ooom 000) o 000%) 0,00 0| 000% 000 of  000% 000 of 000%
2 263 |201800.20 112200 1 o] 000 000 o 000% 000 0| 000% 000 of oo 000 o| oo0%
25 264 |2018.00-21 0.00) 0 o ooom 000) o 000%) 0,00 0| 000% 000 of  000% 000 of 000%
2 265 |20180022 0,00 o o] 000 000 o| 000% 000 0| 000% 000 of oo 0.00) o| ooo%
2 266 |20180023 0,00 o o| 000 000 o| o00% 000 o oo0% 000 of oo0% 000 o| ooo%
2 267 |201800.24 0,00 o o] o00% 000 o| 000% 000 0| 000% 000 of oo0% 000 o| 000%
20 268 |20180025 0,00 o o] oo0% 000 o| o00% 000 o oo0% 000 of oo0% 000 o| ooo%
30 269 |201800.26 0,00 o o] o00% 000 o] 000% 000 0| 000% 000 of oo0% 000 o| 000%
31 270 |201800.27 0,00 o o] oo0% 000 o| o00% 0.00] o oo0% 000 of oo0% 0.00) o| ooo%
2 71 |20180928 0,00 o o] o00% 000 o] 000% 000 0| 000% 000) of o00% 000 o| 000%
3 212 |20180028 0,00 o o] oo0% 000 o| o00% 0.00] o oo0% 000 of oo0% 0.00) o| ooo%
3 273 |2018.09.30 0,00 o o] oo0% 000 o 000% 000 0| 000% 000 of oo0% 000 o| 000%
35 ToTAL 100108,84 12 1] 000 0,00 o o004 0,00| o o004 00| o o004 000 o o004

6.5 CtatTuctuka oTKkasoB

[aHHEBIM OTYET IO3BOJIAET IOJIYYUTh CTATUCTUKY 10 OTKJIOHEHHBIM TPAH3aKIUAM, KOTOPHIE
IOeJsiTCS Ha CJIeOYIOIIue IPYIIIE: OTKJIOHEeHHEe 0aHKOM-DKBalepoM, OTKJIOHEHHLIE
BHYTPEHHEH CUCTEMOM 00HapPyKEeHUs MOIIEHHNYECTBA M OTKJIOHEHHHBIE U3-3a BHYTPEHHEHN
OIIuOKH.

s 3arpy3ky He0OXOOUMEIX JAHHEBIX UCIIONIB3YIOTCS CIenyIolire KPpUTePHUH: OUAala30H AaT U
TUITHI KapT. [Ipu He06XOOAMMOCTH MOKHO T0OaBUThH AOMOTHUTEIbHEIE KPUTEPUH, HaXKaB Ha
KHOUKY Kputepuu: TepMuHAIIBI ¥ IIPOEKTHL.

B0o3M0KHO IPOU3BECTH IpeABapUTEIbHEIN IIPOCMOTP OTYeTa, Ha’KaB Ha KHOIKY
IMpepBapuTEeNbLHEIN IPOCMOTP.

OT4yeT MOXKHO CO37aTh, HaXkKaB Ha KHONIKY CreHepupoBaTh.
[TpumMep mOMy4YeHHOTO OTUEeTa ITOKa3aH HUXKe:

6.4. ExXepHeBHbIN OTYET O AEeATeJIbHOCTU TOpProBua 34
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Sandbox; Date range: 2023-08-01 00:00:00/2023-08-31 23:59:59; Card types: [ALIPAY, AMEXTANY_CREDIT_CARD, ASTROPAY, ASTROPAY CARD, BI:I'COIN, CABAL, CASH, CASHU, COMPROCARD,
Decline Statistics for 01-Aug-2023 - 01-Sep-2023

System errors

0

Filter declines

10165] Manager loyal destination card number check failed (62) |

[
[10166] Manager loyal source card number check failed (58)
[10159] Customer purpose blacklisted for manager (49)
[10160] Destination card number blacklisted for manager (48)
[10162] Source card number blacklisted for manager (46)
[10161] E-mail domain blacklisted for manager (46)

[10158] Customer ip-address blacklisted for manager (46)
[10156] Customer e-mail blacklisted for manager (40)

DN NNN N oo

INonwp3oBaTennsckuy nHTEPdeiic Doc2.0 mo3BonIsgeT co34aBaTh CAeOyIoIue TUIE OTYETOB:

TpaH3aKIIMOHHBIN OTYET

COmcoK TpaH3akKIUM 3a OIIpedeleHHBIM HOepuon
BpeMeHH. JlaHHBIM TUII OoTUYeTa Hambonee ymoOeH
B CJIy4asiXx, KorJga HeoOXOOUMO IIPOBECTU CBEPKY
orepanui ¢ 6aHKOM.

OTtyetr O OBUXKEHHWU OEHEXHLBIX
cpexnctB Toprosiia

PaccuuTeiBaeT 00OPOTHI ¥ HPUOBLIIL TOProOBIA IIO
maTtaM.

OTueT O IIPOM3BOOUTEIIBHOCTH

PaccumtriBaeT KOmMMYecTBO u oOmuMU  00BEM
YCIEIITHBIX u OTKJIOHEHHBIX TpaH3aKIui,
BO3BPAaTOB, 4apaKOEeKoB, TpaH3aKIui C
MapKepoM MOIIEHHUYEeCTBa, a TaKXKe IMPOLEHT
BCeX  HEYCHeWHHIX (UHAHCOBEIX  TpaH3aKIIUU

(OTKJIOHEHHBIX, BO3BPAIIEHEIX, 4apmKO9KOB,
MOIIIEHHUYECTBA) II0 OTHOIIEHHWIO K OJ0OpPeHHELIM
TPAH3aAKIIUIM.

ExkenHeBHBIN OTYET 0
mesaTenbHOCTH Toprosiia

[aHHBEIM OTYET II03BOJISIET CHPOPMUPOBATH CBOOHBIN
CIIHMCOK TPaH3aKIWH II0 [aTaM CJIEOYIOIIUX THUIIOB:
mpopaka, BO3BPAT U YapmKO9K.

CTaTHUCTHUKA OTKA30B

OToOpaxkaeT CTAaTUCTUKY OTKJIOHEHHHIX TPaH3aKIINH,
pa3fesieHHYIo Ha CIeOyIollue IPYIIIbl: OTKJIOHEHHEBIE
OaHKaMH-JKBaliepaMH, OTKJIOHEHHHIe BHYTPEHHEU
cucteMoli MolneHHH4YecTBa Doc2.0 ¥ OTKIIOHEHHBIE
13-3a pa3/INYHHBIX OIINOO0K B 00paboTKe, eCJIU TAKOBHIE
BO3HUKIIH.

6.5. CtaTucTMkKa OTKasoB
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CHAPTER
SEVEN

MHCTPYMEHTDI

7.1 MHTerpauuoHas naHesb

Okpan HHTerpanuoHHoi [laHenIW HaXOoOuTCsA B pasmenie MHCTPyMeHTHI - HMHTerpaimnoHas
IMauens. MHTerpanuoHas ITaHenb oToOpaxaeT OTIIPABIeHHLIE B CUCTEMY 3aIllPOCHl B OTBETHI
CHCTEeMHl Ha OTH 3aIllpoChl, a TakxXke HHGOPMAIIMI0 O BO3MOXKHEIX OIMMOKAX B 3alpocax.
9To 1MO3BOJNAET OBICTPO YCTPAHSTH OMIMOKK MPKM WHTErpaiuu. I[laHemb TaKXKe IIOMOTraeT
IIPOCMAaTPUBATh HMHUIIMHMPOBAHHEBEIE 3aIIPOCEHEI, IIO0 KOTOPBIM HE 6BIJ'II/I CO30aHbI 3AaKa3hbkl B
pe3ynbTaTe oIuboK.

Request Date 21.10.2025 13:19:06 Request Data

Request URL Ipaynet/apilv2/sale/13453 .
Log time: ***-10-21 13:19:06."**
Order Id 3459897 POST https://sandbox.payneteasy.eu/paynet/api/v2/sale/13453
Remote address: 79.*** *** =
Endpoint [E] Vica loyalty test endpoint Parameters: 29
address1: *** Main st
amount: 10.42
birthday: 19820115
card_printed_name: CARD HOLDER

- >

Response Data
21.10.2025 13:19:06

type=async-response
&serial-number=00000000-0000-0000-0000-00000524d726
&merchant-order-id=inv2734828
&paynet-order-id=3459897

&end-point-id=13453

B manenu WHTEerpanuuy JOCTYIITHEI CJIEOYIOIIMEe KPUTEPHUHU ITOUCKaA:

* o ugeHTudukaTopy Tepmunana unu I'pynnsl TepMUHATOB, HA KOTOPHIE OBITT OTIPAaBIEH
3armpoc,

* 110 UAeHTU(UKATOPY 3aKa3a, Ha3HaYeHHOMY TpaH3akIuu cucteMol Doc2.0,
* 10 CEpUUHOMY HOMEPY 3allpoca U OTBeTa.

L1 moKMCKa TakKXKe MOXKHO YKa3aThb JUalla30H OarT.

~ Filters Template v

Exact in Endpoint id I

Date range Today P
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7.2 'pynnoBble onepauuu

» [ToBTOpHAas OTIIpPaBKa 0OOPATHHLIX BEI30BOB

e Ob6uoBnenue yBegmomnenui Ethoca

I'pynnoBwie omepanyuu — 3TO HaOOpP MHCTPYMEHTOB, IT03BOISIONUN 0O6pabaThBaTh HECKOJIEKO
orepanuy uyepe3 IIOJIb30BaATENILCKUM HHTepdelc cuctembl. Huike mpencTaBleH CINCOK
OOCTYIHBIX TPYIIIIOBBIX OMEPAIui.

Note: [lomonHUTENBHBIE IPYHIIOBEIE ONlEPAllU MOTYT OBITh IPEIOCTABJIEHHI 10 3aIIPOCY.

7.2.1 NMoBTOpHas oTnpaBKa OOpaTHbIX BbI3OBOB

IlaHHast TpymImoBasi omepanus MOXKeT OBITh IIOJIe3Ha, eciu HHOOpMalusa O KOHEUYHOM
cTaTyCce TpaH3akKIM#i pmocTymHa B cucteMe Doc2.0 m 1o KaKOH-TO NpUUYMHE HEJOCTyIIHa B
cucteMme [pucoenunsiomnietics Ctoponsl. Cobepute uneHTUGUKATOPHI 3aKa30B, TPUCBOEHHEIE
cuctemoit Doc2.0, B CSV-¢datin u 3arpy3uTe ero OJjisg OTIIPAaBKM HOBBLIX OOpPaTHBLIX BBI30BOB.
ITpumep CSV-daiina gis 3arpy3Ku JOCTYIIEH Ha 9TOM Ke 9KpaHe.

Resend callbacks

Batch settings

Select batch file (*.CSV): Interpret IDs as: Sample CSV file for this batch:

Choose File |No file chosen internal order IDs v Download example

Process

7.2.2 ObHoBneHme yeegomnenun Ethoca

OTa rpynmnoBas onepaus MoxeT OBITh IToJIe3Ha [ay1g 00HoBJieHus ctaTycoB Ethoca. CobepuTe
UOeHTU(GUKATOPHI 3aKa30B, IPUCBOEHHEIE cucTeMoi Doc2.0, B CSV-¢aiin u 3arpy3uTe ero Ojis
OTIIpaBKU cTaTycoB B cucteMy Ethoca. IIpumep CSV-paiina Ay 3arpy3Ku HOCTYIIEH Ha 3TOM
JKe 9KpaHe.

Ethoca alerts update

Batch settings

Select batch file (*.CSV): Sample CSV file for this batch:

Choose File | No file chosen Download example

Process
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7.3 YepHble, Oenbie u cnucku noanbHoctu (BWL)

* BBepeHue
- YépHble CIIUCKHU
- Benwle cnucku
- CIumcku JI0siIbHOCTH
¢ [To6aBneHUe HOBHIX 3JIEMEHTOB B BWL
* 3arpys3kKa CIIHCKOB
* Brirpy3ka B daiin
e JloCTyIIHBIE CITUCKHU [JI KaXKA0U pPOJIU

* KomMeHTapuu

e TTogpoOGHOCTH 3aKa3a: HACTPOMKa cuuckKoB BWL

7.3.1 BBepeHue

CyiiecTByeT 3 THUIIa CIUCKOB KOHTPOJIS HOCTyIa, KOTOPhIe paboTaioT KakK GUIbTPEL
mpoBepkH B [InaTtexuoM nurose. [Ipu 06paboTKe TPaH3aKUIUK 3TH CIUCKH TPOBEPSIIOTCS U
IpUMEHsIeTCS COOTBeTCTByIomuY ¢punstp. 9Kpad BWL (Black, White, Loyalty)
penHa3HaveH i yIIpaBieHUs OeJIbIMU, YePHBIMUM U CIIUCKaMMU JIOSITBHOCTU KJIMEHTOB.
IHaHHBIM 9KpaH HaxoOguTcs B pa3gene “UHcTpyMeHTH” -> BWL. OyHKIIMOHATBHOCTE 9KpaHa
YCKOPSET U YIPOIIaeT IPOLeCC MOMeIleHus aTpuOyTOB TPaH3aKUIWH B COOTBETCTBYIOIINE
CIIMCKH. JKpaH TaKXkKe COOePKUT OLICTPLIN ITONCK, KOTOPLIM ITOMOTAeT HAaUTH TOYHBIN
aTpubyT TpaH3akUumu, 0oOaBIEHHBIN paHee.

YToOBl BRIOpATh 3alKMCH W3 CIKCKA, YKAXHUTE IIPOEKT /IS COOTBETCTBYIOIIUX CIIMCKOB H3
PaCKPHIBAIOIIEr0CST MEHIO.

BWL

Merchant lists

Vica Loyalty test Project

Vica Loyalty test Project 2

O Category Title C 0 0O Merchant Project Orders Lastused

MozxHO 0TOOPa3UuTh N1I00YI0 KOHKPETHYIO KaTerOpHUIo U3 OIIPENEeNIeHHOI0 CIIMCKA, IIeIKHYB 110
HeM B CIIMCKe KaTeropuu CIipasa.
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- Category

Black White Loyalty

Last AL 2 ¢ U

O Category Title O O O Merchant Project T~ used

Source card
Source

d card 422058 . Vica Loyalty t... Vica Loyalty... 0 oee {MBER 2 1 1
number

Source
O card 407713 L] Vica Loyalty t... Vica Loyalty... 0 eoe Nt
number

Source

O card 466226*** . Vica Loyalty t... Vica Loyalty... 0 oo Destination card
number

Source
O card 417993*** . Vica Loyalty t... Vica Loyalty... o]
number

Note: Ecnu HeoOGXOOHMMO BHIIOTHHUTL MHUTPAIMI0 CO CTApoM y4YETHOM 3amucu Toprosiia
Ha HOBYIO, IIOIIPOCUTE MeHe[XxKepa CIyXKObl mogmepzxkky Doc2.0 mepeHecTH CYLIECTBYIOIIHE
3anucu BWL.

YEépHble CNUCKMU

ITepBrI# GUABTP, IPOBEPSIONINHM aTPpUOYTH TpaH3aKUMU (agpec 31eKTPOHHOM IMOYTHI,
IP-apmpec, agpec u T. 1.), — 9T0 “YepHBIN COUCOK TOPTOBLUA”. YIIPaBISATh 3TUMU aTpuOyTaMu
(3a uckmouenueM BIN) Takke MOXKHO Ha 3KpaHe CBegeHUM O 3aKa3e. ATPpUOYTH MOTYT
UMETh CIIeOyIolne CTaTyCHI:

* aTpubyT B YEPHOM CIIUCKE;
* aTpubyT He B YEPHOM CITHCKE;

* aTpulbyT B 4épHOM crniucke Doc2.0.
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o Some parameters in the manager's black list

— | UNENOWN

Unknown
Unknown

4444 33-- ---- 1111

JOHN SMITH VISA

ADD TO LISTS

Ecnmu kakoi-nmu6o aTpubyT TPaH3aKIIUM COBIAZaeT C aTPUOyTOM B CIIMCKaX U
COOTBETCTBYIOIIUY (PUILTP BKIIIOYEH Ha YPOBHE IIPOEKTa, CTATyC TpaH3aKIuu
ycTaHaBnuBaeTcsa Ha OTOUILTPOBAHO, a IpUYKMHA PUIbTPALUU COXPAHSAETCS B HAHHBIX
TpaH3aKLIuHu (CM. pasfen Kombl omubok B GuIbTpax TPaH3aKIui? B JOKYMEHTAIUH T10
UHTEeTrpalun).

ITpu BHecenuu IP-agpecoB B YEPHEBIM CIIMCOK BazKHO OTMETHUTh, UTO OOJILIIMHCTBO KIIMEHTOB
UMeIOT TuHaMudeckuil [P-agpec, KOTOPHIM MOXKET IIprUHaIIeKaTh Pa3HbIM KIIMEeHTaM OOHOTO
¥ TOTO K€ MHTepHeT-IIpoBakagepa. ITomb30BaTenn MOOUILHOTO HHTEPHETa MeHAI0T IP-ampec
KaXXOBIM pa3 IIpU CO3TaHuU ceaHca. TaKxXKe U3BECTHO, YTO KJIUEHTHI, UCIIOJIL3YIOIINe
cepBUCH cxkaTus Tpaduka (Hanpumep, Opera Mobile), 3axonsaTt uepes IP-agpec
IIPOKCH-CePBepa, MPegoCTaBIsIeMOro cepBrcaMu, 60IBITUHCTBO U3 KOTOPHIX PACIIOI0XKEHH B
EBpome. ITo cratuctuke, ecnu IP-ampec 3abimokupoBaH 6osee 10 wacos, To B 80% ciy4yaes
bunpTpanms OymeT JI0KHOIIOIOXKUTEIbHOHN. [10 3TOM IpuYNHE HE PEKOMEHOYEeTCS
¢unpTpoBaTh TpaH3akIuu 110 IP-agpecy 6€3 mOIKHOTO KOHTPOns. HacTosiTenpHO
pekoMeHAayeTcs nepen nobasneHueM [P-agpeca B YepHHIM CIIUCOK YTOYHUTE Y
UHTepHeT-IIpoBaiifepa, KaKOM MaKCUMaJIbHEIN CPOK OJIOKMPOBKM IP-agpeca MoxkeT OBITh
mpuMeHeH. TakkKe BazKHO IIPOBEPUTH, IPUCYTCTBYET JIU HaHHBIN IP-agpec B KaKux-mu6o
CTOPOHHMX aHTUCIIaMOBBIX CHUCTEMaX.

Bbenble cNUCKK

Benelii crinCoK MO3BOJISIET IPONYCTUTD HOIOTHUTENIBPHEIE IPOBEPKY GUIBTPOB OIS
TPaH3aKUui ¢ aTpudyTaMu U3 9TOTO CIIMCKa. EQWHCTBEHHBIMY aTpUOyTaMu OJIsi BHECEHUS B
OebIii CIUCOK SABASIOTCS: HOMED KapThl U IU(POBOM OTIIEYaTOK KJIMEHTA.

Note: Ecmu aTpubyT oOHapyXeH B KaKOM-THOO OelI0OM CIIMCKe, TO HPOBEPKH CTOPOHHUX
CUCTEM KOHTPOJISI MOIIIEHHUYECTBA TaKXkKe MCKJTI0UaloTC.

2 https://doc2.codetime.net/integration/reference/transaction filters.html
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CnNUCKMU JNNIOANIbHOCTH

CIIMCOK JOSITBbHOCTH IIpeaHa3HaveH [y Toprosies, paboTalonux ¢ OIpeaeleHHBIM KPyTroM
KIMeHTOB. ba3o¥ mJaHHBIX KJIMEeHTa MOXKHO YIIPaBAsTh Ha CTOPoHe Toprosiia ¢
ceprudukanment PCI DSS unu Ha cTopoHe Doc2.0. CucTeMa MO3BOISIET YIPABIATh
HECKOJILKMMHU THUIIaMM OIIpefeJIeHHBIX CIIHMCKOB KJIMEeHTOB, TAKUMHU KaK UMeHa, agpeca
971€KTPOHHOM MMOYTHI, MOOUIILHEIE HOMEpPA U T. 1.

Ecnu kakoi-mu6o aTpubyT TpaH3aKIIMU HE COOTBETCTBYET aTpuOyTy B CIHMCKAX U
COOTBETCTBYIOIIUY PUIBTP BKIIIOYEH Ha YPOBHE IIPOEKTA, CTATyC TPAH3aKIUU
ycTaHaBnuBaeTcs Ha OTOuIbTPOBaHO, a IpUYMHA GUIbTPALIUU COXPAHSIETCS B HAHHBIX
TpaH3aKNuu (CM. pasfen Kopsl omubox B GuisTpax TpaH3akiuis B JOKYMeHTAIUK 10
UHTerpalun).

®mar OHHOKpaTHO CIIYXKHUT OJIs1 aBTOMATHUY€E€CKOI'o yaoaJIeHHs KJIIMeHTa U3 CIIMCKa JIOAJTIbBHOCTHU
TIocJie ero mepBoOM OIlIaTHI.

Optionally enclosed by @ Lines terminated by ® \n \rin

® Loyal @One-time

7.3.2 DNoGaBneHue HOBbIX 3J21IeMeHTOB B BWL

YTOGE! [0GABUTH HOBBIE 3JIEMEHThI, HA’KMUTE Ha KHOIIKY . THII 0GaBIeHHEIX KDUTEPUEB
OymeT oIperesieH aBTOMATU4YeCKW. HeomHO3HAYHBIM THII KPUTEPUS MOXKHO H3MEHHUTH
BPYYHYIO KakK II0OKa3aHo HUXKe. TakKe MOXKHO MCIIOJIh30BaTh KHOIIKY = I TIePEeKII0YeHn s
Mexny KapToi OtnpaButens u Kaptou [lonygaTtens.

3 https://doc2.codetime.net/integration/reference/transaction filters.html
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BWL 5 LIST SYNC EXPORT IMPORT ADD
Merchant lists

Add criteria

123456 R —

Comment
Project v

@ Black White Loyal One-tim
7.3.3 3arpy3Ka CruMCKoOB
YT0oOBI JIOﬁaBI/ITb Cpa3y HECKOJIBKO anI/I6y'TOB B OOWH U3 CIINCKOB, I/ICHOJI]:3yfITe (bYHKL[I/IIO

IMPORT
3arpy3KH CIIHCKa

Import list x

Choose from drive or drag & drop file to this area

test1 tryOEM Source card type

Fields terminated by Ol Optionally enclosed by @ Lines terminated by e in \rin

® Black

Hampumep, 4ToOBI [OOAaBUTE HOMEP KapPThl B CIIMCOK, OJI KaXXOOM CTPOKH HeoOXOIHuMO
HUCIIONb30BaTh CJIedyIoui mopsangok: (5555514066237247,12,2019) ¢ pa3genureneMm °,’
Me}KJIy CTPOKaMHM.

II7151 HEKOTOPHBIX CIIMCKOB TpeOyeTcst KOO CTPaHbl. ITOMHBIM CIIMCOK KOIOB CTPAH U IITATOB
IJIS 3arPy3KU OPUBEEH B MOKYMEHTAIMU 110 UHTETrPalluu.

4

Note: B ciyyae pa3phiBa COEIMHEHHUS WJIM OPYTUX TEXHUYECKUX MPoOIeM B IIPOIlecce

4 https://doc2.codetime.net/integration/reference/country codes.html
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3arpy3kKu 06paTUTECh B CITyK0y TEXHUYECKOUN HMOOIEPIKKH.

7.3.4 Bbirpyska B paun

YT0OH BEITPY3UTh JaHHBIE B (aiin CSV, ucrnonbayiite (byHK1UIMIO BEITPY3KHU B (aii.

Export list

TestMerchant Source card number

Fields terminated by ° Optionally enclosed by o " e Lines terminated by e \n \rin

Black White @ Loyal EXPORTLIST

IHaHHBIE GYI[YT IIPOAHATU3UPOBAHEL B COOTBETCTBUU C 3adaHHBIMHU ITapaMeTpPaMu.

Brirpy3ka 6ymeT comepzkaTh HOMepa KapThl OTIIPABUTENIS U HOMEpPa KapThI IIOJIyYaTesls B
dbopmarTe 6+4. [I715 OTyYEeHUS MOJTHBEIX JAaHHBIX 00paTUTECh B CIYK0Y MOOOEPKKY.

Please, note

The card numbers will be exported in the format of the first & and last 4 digits. For complete data, contact the support service.

7.3.5 [locTynHble CNUCKKN OIS Ka>KA0n posum

7.3.6 KoMmMmeHTapum

ITpucyTCTBYEeT BO3MOXKHOCTh ITPUKPEIIIEHNST KOMMEHTapPHUeB ITpu 400aBIeHUN HOBBIX
3anucen B cnucku BWL mo xkenaHwUIoO.

ITpu gobGaBneHuyn 3alKcel CO CTPAHUIIEI 3aKa3a aBTOMaTU4YeCcKu OymeT mobaBiieH
KOMMEHTapU# ¢ UOEeHTU(PUKATOPOM TPaH3aKIUN.

st oToOpakeHusi KOMMEHTapus HaBeouTe Kypcop Ha «...» PSIIOM C 3allUChIO B CITHCKE.
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TYPE
Countr:
O billing y Morocco L] Vica Loyalty t... Vica Loyalty... 0
Reason - Fraud

1-5 10 25 Sur

7.3.7 NoppobHOCTM 3aKa3a: HacTponKa cnuckoB BWL

ATpulOyTHl TaKXKe MOXKHO H0o0aBIATh U yOanaTh U3 cliuckoB BWL Ha skpaHe cBefeHU 0
3aKa3se, KakK [I0Ka3aHO HUXKe:

* Haxwmute IOBEABUTH B CITMUCOK u BEIOEpPHTE OOUH M3 MMOKAa3aHHBIX CIMCKOB:

Unknown
Unknown

4444 33-- ---- 1111

JOHN SMITH VISA
Black r
Loyalty » 85.132.52.250
1 addrec . 1234 Peace street Chicago 123456 Wash
Biling address: Wl ;0 Usa
E-mail: john.smith@example.com
E-mail domain example.com
First name John
Last name Smith
Phone: 12345678
Purpose No purpose at all
SSN 1234

» [Tocne BrIOOpa MI000OT0 CIKCKA BHIOEPHUTE KPUTEPHI, IO KOTOpPOMYy OymeT 3aHeceHa B
CIIHCOK:
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Black 4 Number *

White ’ As dest. *

Loyalty 4 BIN +
Country + C
Type *

Email + PAN +

Kapra, 3aHeceHHasi B YepHHIN COUCOK, OymeT 0ToOpaxKaTbCsd YePHBIM I[BETOM:

4444 33 - -

JOHN SMITH

ADD TO LISTS

Kapra, BHeceHHas B OeJIbIl CIIKCOK, OymeT 0ToOpaxKaThCs 3eJIeHBIM IIBETOM:

UNENOWN

4444 33--
12/30
JOHN SMITH

ADD TO LISTS

Kapra, BHeceHHas1 B CIUCOK JIOSITBHOCTH OymeT oToOpaxkaThcs B 1iBeTe Doc2.0:

4444 33 - -

JOHN SMITH

ADD TO LISTS
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* OJIHOBpeMeHHO MOZ2KHO BBIGpaTI: HECKOJIBKO KPUTEPUEB:

4444 33 - -

JOHN SMITH

DD

ADD TO LISTS

o JlomoNMHUTENbHEIE KPUTEPHUH MOXKHO TOOABUTh Yepes3 pas3mell, Kak II0Ka3aHo HUXKe:

IP-address Ed 85.132.52.250

Billing address -~ ilﬂéﬁ;inpizc; street Chicago 123456 Wash
E-mail: john.smith@example.com

E-mail domain example.com

First name John

Last name Smith

Phone: 12345678

Purpose No purpose at all

SSN 1234
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ITocne moGaBeHUsT KDUTEPHEB Yepes3 pas3fiel, OMMCAHHBIHA BHIIIE, TapaMeTphl OyAyT UMETh
1IBeTa B 3aBUCUMOCTH OT BEIOPAHHOTO CITMCKa:

7.4 OHNaUH MOHUTOPUHT

* BBemeHue

* BajylaHnc Ha ucxopne

* BaxHble QUILTPEL

7.4.1 BBepeHue

OkpaH OHIalH-MOHUTOPUHTA Haxomutcsa B paspene “UHCTpymMeHTH!” — “MOHUTOPUHT”.
3meck oTob6paxkaeTcss mHGOPMAIKSA 0 PA3/IMYHLIX ONOKaX, TPeOYIOIUX He3aMeqIuTeIbHOT0
pearupoBaHus. TakXe HIPHUCYTCTBYEeT BO3MOXKHOCTH IIOANUCKH Ha YBEOOMJIEHHUS O JIIOOBIX
omubkax dyepes3 Telegram, s1eKTpoHHYIO I0UuTy unu Push-yBemomieHus.

Tasks
@ Auto update every 15 sec Search alerts Collapse all

NAME VALUE COMMENTS DATE < ] [ Y

{} Merchant balance reconciliation Merchant balance reconciliation records with diff > 10008 - 1 23.10.2025 17:52

ﬂf Balance running out Current number of merchant account balances with amount < 1000$ - 18 23.10.2025 18:02

0 Number of "Failed payin session initiators" for the last 5 minutes - 0 23.10.2025 17:58 @
0 Number of "Failed PAN eligibility" transactions for the last 5 minutes - 0 23.10.2025 17:58 @
0 Number of "Failed captures” transactions for the last 5 minutes - 0 23.10.2025 18:03 ®
0 Number of "Failed reversals/refunds" for the last 5 minutes - 0 23.10.2025 17:58 @
0 Number of perilous declines for the last 10 minutes - 0 23.10.2025 17:58 ®
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7.4.2 BbanaHC Ha ucxope

DTO OIIOBEIIeHNE UCIOJIb3YEeTCs IIPU HEOOXOOUMOCTHU TIOJIYYEHUSI YBEIOMIIEHHUS, KOTIa
Tekymmi 6anaHc paBeH unu Mmenbine 1000$.

193 New test 2 0 1 United States dollar 0

7.4.3 BaXHble ¢pUNbTpbI

YBemomiieHUsT MOTYT OBITh CO3[AHBI [OJIS CIIy4YaeB, KOI'Ta TPAH3aKIUKU ObLIU OT(GUILTPOBAHEI
10 OMHOMY U3 CJIEOYIOIIUX (PUIBTPOB:

1. YacToTa ucnonb30BaHUA HOMEPa UCXOOHON KPeOUTHOM KapTH AJIA aJpeca 3JIeKTPOHHOMU
nouTsl unu IP-agpeca

2. MuTepBan ogoOpeHLIX TPAH3aKIINK OJIs HOMepa MCXOTHON KPeIUTHOM KapThI

3. OOmrasi yacTOoTa HCIIONh30BaHMS HOMEpa KPEOUTHOM KapThl 3a mociemuHue 24 dYaca
(DHEeBHOM JTMMMUT)

Ha3eaHune nons OnucaHune

IIaTa IHaTa co3maHUsA OMOBEIIEHUS.

ID HNnoeHTuduKalOHHBIM HOMED OIIOBEIeHU .

Haz3BaHue HWwmsa Toprosua.

MerchantID HNpoenTuduKalioHHLIM HOMep Toproaiia.

OnucaHue omuOKHA Onucanue OIMMOKH (PHUIbTPA HOPOEKTa C KOOOM OIIHOKH.
IMpumep: [1033] CaumKkoM MHOTO OmOOPEHHEIX TPaH3aKITAI
IJIsT OMHOTO 1 TOT'O K& HOMepa KPeqUuTHOM KapThl.

Important filters 0 Current number of errors, coused by important filters - 0 23.10.2025 18:13 @
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7.5 BupTyasibHbIX TEpMUHaN

* BBenenue
e AcuMMeTpUUYHAas Kpunrorpapus
- l'enepanus mapsl NyOJIMYHOTO U IPUBATHOTO KITI0Yel
- MnopT npuBaTHOTO KJI0Ua B KOHCOJb Opay3epa
- MMmopT npuBaTHOTO KJIl04Ya B II0JIb30BaTEIbCKUM NHTEPGENC
» ITompoGuocTu mHTEpdEtica BT
* YmpaBneHue mabioHaMu
e Crnenudukaumsa TpaH3aKINUUN
- Cnoucanuga
* [Ipomaxka
* [IpemaBTOpHM3aIusg
- IlepeBonm MexXay KapTaMu
- BrimiaTtsr

* [lepeBopg Ha KapTy (D2C)

* [lepeBomd Ha CUET

7.5.1 BBepeHue

BupTtyanbabiii TepMuHan (BT) — 3To TeXHOIOTUYECKOe pellleHue, II03Bosolee
oO6pabaTeIBaTh TPAH3AKIINK U3 TUYHOTO KabuHeTta Toproria B ITIonb30BaTEIECKOM
uHTepdetice. Ita GpyHKIUSI He TpebyeT nHTerpauuu API Toprosua ¢ Doc2.0. BT cpa3zy
IIpenocTaBisgeT MoIHOYHKIMOHAIbHOEe paboyee MeCcTO MeHeIXKepa 1o miaTtexkam. BT
UCIIONb3YETCs OIS yaaleHHOM 00paboTKy TpaH3aKIui 6e3 MPUCYyTCTBUS KIIUEHTA,
HaIIpuMep, eClIu KIueHT opopMJIsieT 3aKa3 MK OIJIadMBaeT YCIIYTH, HaXOOsCh B APYTOM
ropope unu ctpaHe. PabGouwuii mporecc BT momHOCTEIO HACTPAUBAETCS B COOTBETCTBUU C
notpebHOoCTsIMH Ou3Heca. ['mOKue 11abI0HB TOMOTYT MUHUMHU3UPOBATh BPEMSI 3all0THEHUS
BCeX JaHHBIX KIWeHTa. BUpTyanbHBIM TEpMUHAI TOOAEPKUBAET PETYIAPHBIE IIaTeXM (110
PEKYPPEHTHOMY UAeHTU(PUKATOPY). Eciiu KIueHT paHee IpeqoCTaBUl JaHHEIE O JepIKaTesie
KapThl B ITPOIIeCCUHTOBYI0 cucTeMy Doc2.0, u Toprosel] 3aperucTpupoBall TaKoi maaTex
OIS TIOTyYEeHUsI PEKYPPEHTHOT 0 HAeHTUPUKATOPa, OyayIIue mIaTekyu MOXKHO COBEPIIATH C
PEKYPPEHTHEIM UAeHTUDUKATOPOM, BMECTO OJaHHEIX O JepxkaTesie KapTel. BT Takxke
TI03BOJIIET CT€HEPUPOBATh CChUIKY, II0 KOTOPOU KJIMEHT MOXKET OTIIPAaBUTh JaHHEIE
IepikaTesisi KapThl B 3allIUILIEHHON Ccpelle U, IpU HeoOXOOMMOCTH, IPONUTHU ITPOBEPKY 3-D
Secure.

BT ob6ecneunBaeT 6e30macHbi ciocob o6paboTku Tpau3aknuit MOTO ¢ mommepKKOM
acuMMeTpuuHOM Kpunrorpaduu. [ns aToro, nmoxamnyhcra, CreHepupyiTe mapy nyo6JImyHoro
U IPUBATHOTO KJII0Uel, nepefaiiTe my0IUYHEBIM KJTI04 B CITyk0y nmoamepkku Doc2.0 u
3arpy3uTe IPUBATHBIN KITI0Y B KOHCOMIb Opay3epa) UIu I10JIb30BaTeJIbCKUM nHTepdec).
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HocTtynrele onepanuu ajis BT:

* IpUEeM IJlaTeXkel OT HOBEIX M OT paHee 3aperuCTpUpOBaHHLIX KNHMeHTOoB ([Ipomaxka);
* yIepzKaHUeEe CPENCTB HOBBLIX U PaHee 3aperucTpupoBaHHEIX KIueHTOB ([IpemaBTopu3anus);

* MIepPeBOfl CPEACTB C KapThl Ha KAapTY [JIs HOBBIX U OJISI PpaHee 3apeTruCTPUPOBAHHBIX
knueHTOB ([TepeBop MexXkay KapTaMu);

e BHIJaYa JeHeXHBLIX CPEeACTB Ha KapThl HOBLIX X paHee 3aperuCTPHUPOBAHHEBIX KIIMEHTOB
(ITepeBop Ha Kapty (D2C));
* IIepeBO[l CPEACTB C OOMHOr0 OAHKOBCKOTO cueTa Ha Apyro# ([IepeBom Ha CUET).

9xpaH BT HaxopuTcsa B MeHIO “MHCTpyMeHTH” - “BuprtyanbHbiii Tepmutan (BT)”.

OB B8 Settings

Virtual terminal

Monitoring

7.5.2 AcuMMeTpUYHasa KpunTtorpadpusa

BombIINM IIPeuMyIleCTBOM HOBOI'O BUPTYAIbHOTO TePMHHAJIA SBISETCS UCI0Ih30BaHUEe
CHCTEME aCUMMETPUYHON KpUnTorpaduu. ACuMMeTpUYHasT KpUITOrpadus (KpunTorpadus
C IyOIHUYHEBEIM KITII0YOM) IPEOCTaBIIAET COO0H KPUITOrPahUIeCKyI0 CUCTEMY,
HCIIONL3VIONIYIO TTaphl KI0Yel: TyOnuYHbIe KITI0UHX, KOTOPEIe MOTYT OBITH CBOGOIHO
PacClIpoCTPaHEeHkl, U IIPUBATHBIE KJIIOYH, KOTOPhIEe N3BECTHEI TOJIBKO BJIaAEJIbITy. FeHepauI/Iﬂ
TAaKUX KIII0Yell OCHOBaHAa Ha KPUITOrpa@uUYeCKUX aJrOPUTMAaX, UCIIOIb3YIOIINX
MaTeMaTHYeCcKHe 3alayy [0 CO3MaHuI0 OMHOCTOPOHHUX (GyHKIMI. B pe3ynbTaTe, Ojs
0e30I1aCHOCTH TPeOyeTCs JIUIL COXPAHITh KOHGUOSHIIMAILHOCTE IIPUBATHOTO KITIOYa.
ITyOMuYHBIN KII0Y MOXKET PACIPOCTPAHATHCS OTKPHITO 0e3 yinepba ajist 6€30I1acHOCTH.

BupTyanbHBIN TEpMUHAJ IePCOHAMU3UpPyeTcsa. [lonb30BaTenb MOATMUCHBAET 3aTIPoC Ha
TPaH3aKLUMI0 CBOUM IIPUBATHHEIM K/TI0YOM, @ CUCTEMA UCIIOJIb3yeT MyOIUYHBIN KITIOY [
IIPOBEPKH TOTO, YTO 3AIPOC CHOEJIaH BilafdesbIleM COOTBETCTBYIOIIEr0 MPHUBATHOTO KJIIOYa.
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FeHepauusa napbl NyOJIMMHOIO U NPUBATHOrO KJlO4YeHn

I aBTOpPHM3aIlNK 3aIlIPOCOB BUPTYaIbHOMY TEPMHUHAIY TpeOyeTcs mapa nyomIudyHoro u
TIPUBATHOTO KI0YEeH OT IonIb30BaTens. [ reHepaluy Kiaouel, mepeuguTe Ha cauT
https://www.openssl.org/ ( https://slproweb.com/products/Win320penSSL.html ), 3arpy3ure
TIOCJIEJHIOI0 BEPCUIO Openssl U BHIMIOJIHUTE CIeOYIOIe KOMaHOH:

openssl genpkey -algorithm RSA -out private key pkcs 8.pem -pkeyopt
rsa_keygen bits:4096

openssl rsa -pubout -in private key pkcs 8.pem -out public_key.pem

IMoxkany¥cTa, He mepegaBaiTe HUKOMY CBOM MPUBATHBIN KJTI0Y, 3TO KOHGUOEHIIMAIbHA
uHdopMalus, IpegHasHadyeHHasl TOJILKO OJIsT JIMYHOI'O UCII0JIb30BaHus. [IyOMuYHBIN KITI0Y,
HAIIPOTUB, DOJIXKEeH OBITh Imepemad Doc2.0 oI HacTPOMKHM TepMHuHana. Bo n3bexanue
KOMIIPpOMETAIIUU UCIIOJIb3YyHUTE pa3Hble KIII0YU IJIs IPOU3BOLCTBEHHON U TECTOBOU CpEQ.

Hezamudposanusiit npuBaTHEY K104 PKCS #8 RSA B dopmate PEM HaumHaeTcs C TEKCTa
—- BEGIN PRIVATE KEY —-. 3ToOT KJII0Y [0JI2KeH OLITh MMIIOPTUPOBAH B KOHCOJIb Opay3epa
WJIN TI0JIL30BaTeNILCKUM uHTepdetic. [TogpobHOCTH CM. HUXKE.

MMnopT NnpMBaTHOrO KJll04a B KOHCOJIb Opay3epa

ITpuBaTHBIM KITIOY BHITPy2KaeTcs B IndexedDB Gpay3epa ¢ MOMOIIBI0 CKPUIITA, CBA3aHHOTO C
TEKYIIe! OTKPBITOM CTPaHUIEH. DTOT CKPUNIT HUCIIONb3yeT TOIbKO mpocThie API 6paysepa
(API WebCrypt, API IndexedDB) 1 He UCIIOJTb3YET HUKAKUX BHEIIHUX CKPUIITOB, YTOORI
n36exkaTb KOMIIPOMETAIINY IPUBATHOTO KI0Ya.

I[TocnegoBaTenbHOCTH UMIOPTA:

1. OTkpoiiTe cTpanuly https://gate.doc2.com/paynet-ui/login-stepl B 6pay3epe (He BXOOUTE
B CUCTEMY).

2. OTkpoiiTe KOHCONBb 6pay3epa. B Chrome aTo memaetcs ¢ nomorinkio Ctrl+Shift+]. B Safari,
3TO menaetcs ¢ moMoiksio Ctrl+Shift+1, Ctrl+Alt+C. Insa Mac - Cmd, Bmecto Ctrl.

3. 3aMeHHUTe IeMOo KITI0Y peasibHBIM ITPUBATHBIM KTI04oM B ¢opmaTe PEM (0H monmXKeH MMETH
npedpukrc —-BEGIN PRIVATE KEY—- B Hauae).

var privateKeyPem = "----- BEGIN PRIVATE KEY----- \
MIIEvVQIBADANBgkghkiG9wOBAQEFAASCBKcwggSjAgEAA0IBAQDIZzUVNnqQhDWF2H
pxAMcyo7 f+ucIEJS3AQHGOET/dxJ0OqssGymIjdzelI3XI+oTq2y9TTimQjtujoeh
6z144WrXCbJLCUDWsNjlh7hmBorpU6tJIVhwl466CAxkktPIHkMqJYFOefegIfOwU
0tTzwY4tGIN6iWKOaMI5ZWhWpZDbgap72vrRXKfCN6/JeTUdsO0I7PAeZwOme04jZ
8Lova9FVIbVz0JaFGwSUroMvXevIB8r0D57c3VCLTXE3aGNMz+9DL16GCm8WZ1US
HmiHybqgvGLyQswBPFcVzFgd7BpgZs+JAzYDh8ZGANvVjA5F9uOb6Ynb3Mpm3+9R1
CtvSxKwpAgMBAAECQQEAZ6+hro5KIZggjleHRm5Rz7p9S33DtiE3rIMTT/tKmV+1
9XaLu49YYcDIjMb20V8GAwWNPRpWXRcNnT530grXxc0dod4kpdRij3ZY631T/61ilxoX
Uxn8aq/udPy0iYizR5QcjINHpSgZ9WqCPmQfuJLFw2TYaYh3f6yn54n0Hzj49d9ol
tsol4xeTKQ47¢c/vUF7kHfD8IYzL8jv3a3++IqzCwI3jIpTENSBYAgrkbYN9fOGHD
BvX3sz6tgFaYU2R8YbDvAOYq9tVPwYrPvbhwoht6PsjE/ROUK6yqnKPEADdzWvP8

(continues on next page)
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(continued from previous page)

frXmmtJ35rAymqUWfpgx9RdZONMR7JI8ut8C5365PJQKBgQD+UidVWut7d9qvhZKq
+T5qtasH5qkD34idF14Ay8xsSntqTrXr7qlFf+FQY6R+T/8IzB4ZqgnV58+8AEMC
gJzNmkf9L119SCQDXRV/TgW2eHrUrI9XS2AI5tmyzaGY1xL4fCQQMvgNAGERT6SS
XJRt8WjuGmE4zeqxNBOXY7ulOwKBgQDLITnksOrPwOOTWUbXHSHwdfBzjYU97KVu
GnO15fsCmlKangHUfd/4StnRXpl3156hig8mYsHV5EcfUEX98PaSbTAy8LKk5y5E9
ye2ENOg1l/IyMgHPtT6spFKm7 jRmpulqG4FVCGxQ1l3n6/nSmztA3S1zLZziOgulOE\

----- END PRIVATE KEY-----";

// Algorithm Object
var algorithmKeyGen = {
name: "RSASSA-PKCS1-vl 5",
// RsaHashedKeyGenParams
modulusLength: 2048,
publicExponent: new Uint8Array([0x01, 0x00, 0x01]), // Equivalent to 65537

hash: {
name: "SHA-256"
}
b
function parsePem(pemString, type) {
const expectedPrefix = "----- BEGIN " + type + "----- "
const expectedPosftix = "----- END " + type + "----- "

pemString = pemString.trim();
if (!pemString.startsWith(expectedPrefix)) {
throw "Expected PEM to start with " + expectedPrefix;
}
if (!pemString.endsWith(expectedPosftix)) {
throw "Expected PEM to end with " + expectedPosftix;
}
const base64 = pemString.substring(expectedPrefix.length, pemString.length -
—,expectedPosftix.length).trim();
return Uint8Array.from(atob(base64), c => c.charCodeAt(0))

[N

}

function parsePrivateKeyPem(pem) {
return parsePem(pem, 'PRIVATE KEY')
}

function storePrivateKey(privateKey) {
var request = indexedDB.open("keys");

request.onupgradeneeded = function() {
// The database did not previously exist, so create object stores and indexes.
var db = request.result;
var store = db.createObjectStore("privateKeys", {keyPath: "name"});

(continues on next page)
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(continued from previous page)

// Populate with initial data.
store.put({name: "first", key: privateKey});

}I

request.onsuccess = function() {
db = request.result;

b
}

var privateKeyArray = parsePrivateKeyPem(privateKeyPem);
var NON_EXTRACTABLE = false;
window.crypto.subtle.importKey("pkcs8", privateKeyArray, algorithmKeyGen, NON
—EXTRACTABLE, ['sign'])
.then(function(privateKey) {
storePrivateKey(privateKey);
privateKeyPem = null;
privateKeyArray = null;

4. CKOUPYHATE COOepKMMOEe ITOT0 CKPHUITA U BCTaBbTE €T0 B KOHCOJIb Opay3epa.
5. Krtou OB 3arpyKeH B 6pay3ep HeU3BJIeKaeMbIM CII0COO0M.

Warning: Eciu npuBaTHBIN KJII0Y HMHTETPHUPOBaAH B Opay3ep, HO COBEPIIUTh TPaH3aKIIHIO
He yOaeTcs, OYUCTUTE K3 Opay3epa U MOIpoOyHTe ellle pa3 MHTErPUPOBATh IIPUBATHHIN
KITIOY.

Note: Ecnu mpennoXeHHBIM KOO BaM He IMOOXOOWUT WX TpeOyeTcs HOOIOJHUTEeIbHas
uHpopmanusg o Web Crypto API, nocetute opunuanbHbl cauT https://developer.mozilla.org/
en-US/docs/Web/API/Web Crypto APL.

MMnopT npuBaTHOrO KJ1l0o4a B NOJib30BaTeJ/IbCKUA MHTepdhenc

BupTtyanbHBEIN TepMUHANI UMeeT QYHKIIUIO UCII0JIb30BAHUS IIPUBATHOIO KJII04Ya Yepes
TI0JIb30BaTENbCKUM UHTEPDETiC.
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O @& & Ef B save GD Copy link

[t 60o7mee OBLICTPOTO NIPOBENEHUS GOJIBIIIOTO KOTUYECTBA TECTOBLIX TPAH3aKIIUN YCTaHOBUTE
dnaxok “CoxpaHUTh K/II0Y B Opay3epe”, ¥ MPUBATHHIM K104 OyOeT aBTOMaTUUYeCKHU
coxpaHeH B Opay3epe.

Add private key X

You can add an RSA private key yourself via the console
Documentation describing how to create a key pair and add a private key to the Browser

Go to documentation (4

If for some reason you can't add a private key to your browser yourself, you can use our Web interface.
By using our Web interface, you confirm that you are aware that your private key will not be retrieved or saved by
the system. If you have any doubts about the safety of your private key, please add the key to your browser yourself

RSA private key

D Save the key to the browser

7.5. BupTyasibHbiA TEPMUHAN 54



Doc2.0 Merchant Manual

7.5.3 NoppobHocTn MHTepcenca BT

BT uMeeT KHOIKM yIPaBIEHUS, KOTOPHIe 60mee TOOPOOHO OMHMCAHBl HUXKE.

7.5.4 YnpaBneHue wabnoHamm

1) Ons yopoiieHus paboThl omepaTopa BupTyanbHOro TepMuHaa, MO JaHHBIX MOXKHO
COXpaHUTh B Bupe IabmoHa. Mcmonp30BaHue mabIo0HOB MO3BOIsIET PadoTaTh TOIBKO C
UHOVBUOYAJIbHBIMM aTpuOyTaMu KIUEHTa.

Templates

2) [Tocne BBO#A mAHHBIX B IPABOM YaCTHU CTPAHUIIBI MOXKHO COXPAHUTh 3TH HAaHHBIE KaK
maboH, HaxaB ‘COXpaHUTh Kak I1abjIoH’ ¥ yKa3aB MM HOBOTO ITabJiIoHa.
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New template name X

Test Template)

3) 1151 pemakKTUpPOBaHUsI, KIIOHUPOBAHMUS, yOaJIeHUs I1aGI0OHOB MIM UX PACIIPOCTPAHEeHU,
HaXXMHTe Ha TPU TOYKHU BO3JIe UMeHU IabjioHa U BeIOepuTe HyKHEIH mapaMmeTp. [1la6i1oHOM
MOZKHO OeJIUTBCH C II0JIb30BaTeNIsAMHU, 00IagaoIUMH JOCTYIOM 0ojlee HU3KOTO YPOBHSI.
TakuMm 06pa3om, ToproBer MOKET MOOEIUTHCS IIaGIOHOM CO CBOMMU COTPYOHUKAMHU.

Virtual terminal

Templates Configuration

Draft Transaction type

Deposit

Cuslom

Shared lemplale

© Editname
@ Save as.. ke

@ Delete

& Share

Card info

Mandalory fields for
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II7st Bcex BEIOPAHHBIX II0OJIb30BATENIEN CO3aHHLIN IaOI0H CTaHeT IIabI0OHOM II0
YMOJTYAHUIO ITPU 3aTPy3Ke BUPTYAIbHOTO TEPMHUHAIA.

H3MmeHEeHUsA II0-IIPE€2KHEMY MOZKHO BHOCHUTE OO0 IIPOBEOEHUSA TPAH3aKIKWH, HO TOJIBKO
co3pgaTeiib mab6jI0Ha uMeeT IIPAaBO USMEHATH 11a6JI0H. [Tonp3oBaTenu, KOTOPBIM ORI
IIpenocTaBJ/IEH OOCTYII K H.Ia6J'IOHy, MOT'YT TOJIBKO KOIIMPOBATh €I'0.

KonnuecTBO CO3maHHEBIX ITAaGIOHOB, MOCTYIIHBIX OJIS COBMECTHOTO MCIOIb30BaHUsI, He
orpaHn4YeHo. Bce oHu OymyT oToOpazkKaThCs IMOIb30BaTENISIM B ajihaBUTHOM IOPSOKE.

Share template with... X

my employees

Merchants
Merchant 1 Merchant 2 v

[ and with their employees

7.5.5 Cneuudukauma TpaH3akKLuUUMn

CnucaHusa

B pazmersie memo3uTa MOXKHO COBEPIIUTDL TPAaH3aKIINIO IIPOaxkyu 1 IIpeJaBTOPHU3alluu
(xommupoBaHUs), KOTOPHIE OITMCAHbLI HUXKE.
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Mpoapaxa

ITpomazka — 3TO TUI TpaH3aKLWM, IPXU KOTOPOU IIOKyIIaTEelIb II0JIydaeT TOBAPHL UJIH YCIIYTU
oT Toprosiia B 00MeH Ha OAeHBbI'M WU APYTHEe aKTHUBHI.

YT00H MHUIIMUPOBATH TPAH3AKIIUIO, OTIIPABbTE CJIedyolue 3 Tuna uHpopMaruu:
1) NanHbIe TPAaH3aKIUM — TEPMUHAJ, CYMMa, BaJjlloTa, OIlMCaHKue, HOMep 3akKa3a
OOMKHEI OBITH 3aIlOTHEHBI HermocpencTBeHHO B BT.
2) NMudopMarliyisi 0 KapTe — Biiajefiell KapThl, HOMEP KapThl, CPOK NeMCTBU:
- MOKHO 3allOJIHUTh HENOCPEeOCTBEHHO B BT;
- MOXKeT OBITH 3alI0JTHEHO aBTOMATUYeCKU BMecTe ¢ JInuHoM uHdpopMaluel, ecinu
ykKa3aH MpentudukaTtop pekyppeHra. Ecnu ykasan uneHTugUKaTOD
PEKypPPEHTHOTr o IutaTexa, a noje CVV nyctoe, ucnonbs3lyute “CKONUPOBATH
CCBIJIKY”, 4TOOBI OTHPABUTh (OPMY KIIUEHTY OJIS AOMOIHUTEIbHOI O
noaTBepxaeHusd. B cnyyae, ecnu CVV OymeT 3alloHEH HEITOCPENCTBEHHO B hopMe
BT, Tpauzakius 6ymeT o6paboTaHa HaOpPsSIMYIO;
- MOXeT OBITH 3al0JTHEHO KIIMeHTOM Ha (popme.
3) JIlmunas uHpopManus - uMsi, GaMUIusi, TOPOJ, aJpec, IIOUTOBLIN UHIEKC, TenedoH,
aJipec 37IeKTPOHHOM mouTHl, IP-afipec KiKMeHTa, cTpaHa U T. [.:
- MO2KHO 3allOJIHUTh HEIIOCPEeICTBEHHO B BT;
- MOXKeT OBITH 3aM0JTHEHO aBTOMATHUYECKHU BMECTe C MaHHBIMU KapThl, eciu yKa3aH
UaeHTUGUKATOP PEKYPPEHTA;
- MOXeT OBITH 3aMI0JTHEHO aBTOMATUYECKH, €CJIM YKa3aH UAeHTUDUKATOP KIUEeHTa.

O6paboTKa TpaH3aKIUHU:

- Ucnionb3yliTe KHONKY “KomupoBaTh CCHIIKY” OIS TeHepalluu CCHIJIKY [JIA OIJIaTH U
OTIIPABKHU ee KJIMeHTYy. [laHHBIN clleHapuil aKTyajleH OJId TpaH3aKIui, TpeOyIomux
IpenoCcTaBJIeHUs KJIMEHTOM OOMOJIHUTEIbHON HHGopMaluu B ¢opMe (DaHHBIE JepzKaTesis
KapThl, mpoBepka 3DS u T. 1.).

- Ucnonw3yiiTe KHONKY “IIpoBecTu” B clydae, eCiiM TpaH3aKLusa He TpebyeT
MIPeOoCTaBJIeHUST KJIMEHTOM OOIIOJTHUTETbHOM HH(popMaluu (HampuMmep, 6e3aKlenTHE e
cnucaHusga noCVV 1 non3D).

Ha I/I306pa}KeHI/II/I IIOKAa3aHbl BOSMOZXKHbBIE BAPUAHTHI 3allIOJIHEHU .
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Transaction type

Deposit ca2c Withdrawal

“ Freauth
Endpoint* Amount* Currency*

1122334 v 5 100 (=) United States dollar X v 5
Card info
Mandatory fields for Process
Cardholder* Card number* Valid thru*

Test User S 444455*TTTT 10/30
Cvv*

123
Last used Recurring ID

1234567 2345678 3456789 6783451 1122334 1123456 v 5
Order data
Invoice number* Order description®

1122334 =) Test (=)

Additionally ~
Purpose

Test 5

Personal info

First name* Last name* City*

Test 5 User ) NY 5
Address*

Test Address =)
Zip code* Phone* E-mail*

112233 ) 99999999999 (=) test@mail.test 5
Customer ip-address* Country*

11.22.33.44 5 United States v 5

Additionally ~

Customer user agent Birthday Customer last 4 SSN

Mozilla/5.0 (Windows NT 10.0; W & 1 January 2020 B & 1234 5
Customer deposit level Customer ID Merchant customer ID

GOLD 1122334 5 12345
State Language Site URL

New York v &6 English v 58 test.test 5

Customer redirect URL

https://test.test/redirect 5

@ Copyink m
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MpepnaBTOopUsaums

IIpemaBTOpHW3anus — TUI TPAH3AKIUY, TPU KOTOPOM OAHK I10 3aIIpPOCy TOProOBIla GJIOKUDPYET
yKa3aHHYI0 CYMMYy Ha KapTOYHOM CUeTe KIMEeHTa U He II03BOJIIeT OepKaTeslio KapTH
UCIIO/IL30BAaTh 3Ty 3a0JIOKUPOBAHHYIO CYMMY.

BaxHo 3HaTh, 4TO GJIOKMPOBKA COXPAHSAETCS B TEUEHUE OIPENeIeHHOTO IIEproia BpeEMEHHU B
3aBUCHMOCTH OT BHIa KapThl (0OBIYHO, MAKCUMAJIbHEIN CPOK OJIOKMPOBKYM COCTaBISET 7 OHeU
it 0e0eTOBHIX KapT U 28 gHeM OJid KPeOUTHBIX KapT).

Y1006 HHUITMHUPOBATH TPAH3AKIINIO, OTIIPABhTE CJIEAYIOIINe 3 TUIIa HHGOPMAITUN:
1) JaHHBIe TPpaH3aKIIUU — TEPMMHAJ, CYMMa, Bajll0Ta, OlMcaHie, HOMepP 3aKa3a
IOMXKHEI OBITH 3aIlOJTHEHHI HellocpeacTBeHHO B BT.
2) Nudopmarlius o KapTe — Brajienel] KapThl, HOMeP KapThl, CPOK e CTBU:
- MOKHO 3allOJIHUTh HEOCPEeACTBEHHO B BT;
- MOXeT OBITHL 3aTI0JTHEHO aBTOMATHYEeCKH BMecTe ¢ JIMuHoM nHbopMaluel, eciu
ykKa3aH MpoentuduraTtop peKyppeHTa. Ecnu yKasaH uneHTUPHUKATOD
PEKYPPEHTHOTr O IIaTeXka, a noje CVV nycTtoe, ucnons3ynTte “CKONUPOBAThH
CCHINKY”, 4TOOBI OTHPABUTL QOPMY KIUEHTY OJISI HOIOITHUTEIFHOTO
nonTBepxkaeHus. B coydae, ecnu CVV OymeT 3allojITHEH HETIOCPEACTBEHHO B hopMe
BT, Tpau3akuus OymeT o6paboTaHa HaIPSIMYIO;
- MOXKeT OBITH 3al0JTHEHO KJIMEeHTOM Ha (opmMme.
3) JIlmunas uHdpopMalus - uMsi, GaMuImnsi, TOPOJ, aJipec, IIOUYTOBLIM UHIEKC, TenedoH,
agpec 37IeKTPOHHOM mouTH, [P-agpec KiIrMeHTa, CTpaHa U T. [1.:
- MOKHO 3allOJIHUTh HEIOCPEeACTBEHHO B BT;
- MOXKeT OHITh 3alI0JTHEHO aBTOMAaTUYEeCKH BMeCTe C HaHHbBIMU KapTel, eciiu yKasaH
UAeHTU(GUKATOP PEKYPPEHTA;
- MOXKeT OHITh 3alI0JTHEHO aBTOMAaTUYECKHU, €C/IH YKa3aH UAeHTU(GUKATOP KIIMEeHTa.

O6paboTKa TpaH3aKITUH:

- Ucnionb3yliTe KHONIKY “KonmMpoBaTh CCHUIKY” OIS TeHepaluu CCHIJIKY [OJIS OIJIaTH U
OTHIpPAaBKH ee KIIMeHTYy. [laHHBIN ClieHapu# aKTyaJleH O/ TPaH3aKIui, TPeOyoIuX
IpenoCcTaBJIeHUs KJIMEeHTOM OOIOJIHUTEIbHON HH(popMauuu B ¢opMe (HaHHEIE JepzKaTesis
KapTel, npoBepka 3DS u T. 1.).

- Ucnonw3yuTe KHONKY “IIpoBecT” B cliy4yae, eCii¥ TpaH3aKLus He TpebyeT
MTPEeNOCTaBJIEHUS KJIMEHTOM OOIIOTHUTETbHOM nHpopManuu (Hanmpumep, 6e3aKlenTHEe
crrcanusg noCVV u non3D).

Ha I/I306pa}KeHI/II/I IIOKA3aHbI BOSMOZXKHBIE BAPUAHTHI 3alIOJIHEHU .
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Transaction type

Deposit C2¢C Withdrawal
sl m

Endpoint* Amount* Currency*

1122334 v 5 100 (=) United States dollar X v 5
Card info
Mandatory fields for Process
Cardholder* Card number* Valid thru*

Test User S 444455*TTTT 10/30
Ccvv*

123
Last used Recurring ID

1234567 2345678 3456789 6783451 1122334 1123456 v 5
Order data
Invoice number* Order description®

1122334 =) Test (=)

Additionally ~
Purpose

Test 5

Personal info

First name* Last name* City*

Test 5 User ) NY 5
Address*

Test Address 5
Zip code* Phone* E-mail*

112233 ) 99999999999 (=) test@mail.test 5
Customer ip-address* Country*

11.22.33.44 5 United States v 5

Additionally ~

Customer user agent Birthday Customer last 4 SSN

Mozilla/5.0 (Windows NT 10.0; W & 1 January 2020 B & 1234 5
Customer deposit level Customer ID Merchant customer ID

GOLD 1122334 5 12345
State Language Site URL

New York v &6 English v 58 test.test 5

Customer redirect URL

https://test.test/redirect 5

@ Copyink m
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MepeBop MeXxay KapTaMu

[TepeBon MexkOy KapTaMi — 3TO TpaH3aKIIUs IlepeBofa CPEACTB C KapThl Ha KapTy (C2C).

Bo3MOXKHEI HECKOIBKO CLIeHapHEB:
1) IlepeBop geHer C HEU3BECTHOM KapThl Ha 3apPETrUCTPUPOBAHHYIO KapTy.
Haunvie [TomyuaTesniss U3BIEKAIOTCSA U3 PEKYPPEHTHOr 0 UIeHTU(PUKAaTOpa Ha3HaAUYeHUS.
HNudopmanusa o KapTe nojydaTess (Biaamenel] KapThl, HOMEP KapThl, CPOK [eNUCTBUS) U
nmuuHas uHopmalms (MMs, hbaMUINsa, TOPO, agpec, IOUYTOBLIN HHAEKC, MOOUITLHBIH
HOMeED, 3JIEKTPOHHAs I104Ta, CTPaHa U APyrue HeoOs3aTe/IbHbIe NaHHbIe KIIMeHTa)
OyOyT 3amoIHEeHBl aBTOMaTUYeCKH. /19 YCKOPEHUS 3al0THEHUS TI0JIEH MOJTydaTeis
ucnonb3lyute pasgen “IlocnenHue UCIONIb30BaHHBIE” PSAOOM C IOJIEM “PeKyppeHTHBIN
upaeHTUGUKATOP Ha3HaYeHUs”, B KOTOPOM cofepKaTcs paHee MCIIOIb30BaHHEbIEe
PEKYPPEHTHBIE UAEeHTUDUKATOPH. TOProBel] co3aeT CIelMaabHyI0 CChITIKY AJIS
OTIIPABUTENS IIPYU ITOMOIIY KHONKU “KonmupoBaTh CCHINKY”. OTIIpaBUTENb IIOIy4YaeT
CCHIIKY Ha (GopMy, B KOTOPOU OH YKa3bkIBaeT HOMEeP CBOEM KapThl, ATy OKOHYAaHUS
CPOKa OeUCTBUs, UMS OepxkaTtensa KapTel 1 CVV, a 3aTeM IpoxoguT IpoBepky 3DS npu
Heo6X0IMMOCTH.
2) ITepeBon meHEeT C 3aperuCTPUPOBAHHOMN KapTHl Ha HEM3BECTHYIO KapTy.
I[laHHBIE OTIIPABUTEIIS U3BJIEKAIOTCS U3 PEKYPPEeHTHOro uneHTudrukaropa. Pasmensl
“NudopMalius o KapTe OTIpaBuTess” (Baamesel KapThl, HOMep KapThl, CPOK OeUCTBUSA)
u “nuyHasg uHpopmanusa” (uMs, paMuINs, TOPOHd, agpec, IOYTOBBIN UHOEKC,
MOOMIBLHBEIN HOMED, afpec 3JIeKTPOHHOM moyTHl, IP-afipec KveHTa, CTpaHa U Opyrue
HeoOsi3aTebHbIE MaHHBIE KIKMeHTa) OyOyT 3anoiIHeHb aBToMaTudecku. CVV He
COXpaHsIeTCs U OOJIKeH ObITh 3ampoiieH y OTnpaBuTtess. s YCKOPEHUS 3all0THEHU S
nosnei OTIIpaBUTENIS UCIONb3yUTe pa3gen “IlocnenHue UCIONIb30BaHHBIE” B IIOJIE
“PEKypPPEHTHBIN UOeHTU(PUKATOP”, B KOTOPOM COOEePzKATCSI pPaHee NCII0Ib30BaHHEIE
PEKYPPEHTHEIE UIeHTU(GUKATOPE. TOProBell co3haeT CIeuaIbHyI0 CChUIKY IS
OTnpaBuTeNs C HOMOIIBI0 KHONKKX “KonmupoBaTh CCHIIKY”. OTIIpaBUTEND IIOJIy4YaeT
CCHINIKY Ha ¢GOopMy, B KOTOPO# OH YKa3bIBAeT HOMEP KapTHI IIOJIy4YaTesisi, a 3aTeM
IPOXoauT MPoBepKy 3DS mpu He0OXOOUMOCTH.
3) ITepeBop meHeTr MeXOY U3BECTHLIMU UM 3aperuCTPUPOBAaHHLIMU KapTaMU.
Toprosel 3anioNnHAET JaHHBIE OepKaTesa KapThl WU UCIOIb3yeT PEKYPPEeHTHEIE
ugeHTUGUKATOPH Kak oy OTopaBuTtersi, Tak u Ojs [lomydaTenss CpencTs
HemocpencTBeHHO B BT u ununmupyeT o6paboTKy mepeBoma KHomkou “IIpoBectu”. B
9TOM CJIy4Yae TPaH3aKIusa OoJIKHa ObTh oO6paboTaHa yepe3 non3D KaHal, 4To
HETUIIUYHO 115 rmepeBomoB C2C.

Note: IIpu 3amonHenuu nond “MpeHTuduKaTOp KIMeHTa” pa3fesbl TMYHON uHbopManuu
(Umsa, ®amunusa, ['opon, Agpec, ITouToBEIM HHOEKC, MOOMIBHEIN HOMEP, DIeKTPOHHAas IIoYTa,
CtpaHa) OynyT 3all0oIHEHEl aBTOMAaTUYECKU.

Ha I/I306pa}KeHI/II/I IIOKAa3aHbl BOSMOZXKHBIE BAPUAHTHI 3allIOJIHEHU .
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o s e

Transaction type

Deposit c2c

Endpoint*
1122334 v 8

Card info
Mandatory fields for Process

Cardholder*

Test User (=]
cwv*

123

Last used

1234567 2345678 3456789
Destination cardholder*
Test User &

Destination recurring 1D

123456 v 8
Order data

Invoice number*

1122334 &

Personal info
Customer ip-address*

11.22.33.44 (=)

Additionally ~

Sender first name

Test (=)
Sender SSN
1122334 5

Sender address

Test Address

Sender city

NY =)

Sender citizenship

United States 5
Sender cell phone

99999999999 ()
Sender identity document ID

1122334 5
Sender identity document issuer name

Test (=]
Receiver first name

Test 5
Receiver birthplace

1 January 2020

5

Receiver address

Test Address
Receiver city

NY 5
Receiver area

Test Address =)
Receiver phone

99999999999 =)
Receiver identity document ID

1122334 &
Receiver identity document issuer name

Test 5
Customer user agent

Mozilla/5.0 (Windows NT 10.0; W &

Customer accept language

en 5

Withdrawal

Amount*

100 &

Card number*

444455+ 7777

6783451 1122334

Destination card number

4444 5577 77

Order description*

Test (=)

Customer redirect URL"

https://test.test/redirect (=)

Sender last name

User o

Sender birthplace
1 January 2020 I

Sender state

New York v 5

Sender country

United States v (5
Sender e-mail
test@mail.test 5

Sender identity document series

99999999999 (=)

Sender identity document issuer depart...

1122334 =)
Receiver last name

User (=)
Receiver birthday

1 January 2020 B &

Receiver zip code

112233 &
Receiver citizenship

United States (=]
Receiver e-mail

test@mail.test =)
Receiver identity document series

99999999999 )

Receiver identity document issuer depa..

Test )
Customer local time

Sun Jan 01 2020 15:00:0 GMT+( &
Customer accept

1122334 5

@ Copyline

Currency*

United States dollar X~ &

Valid thru*
10/30

Recurring ID

1123456 v 8

Dest. valid thru
10/30

Sender middle name

Tester &

Sender birthday
1 January 2020 5 o
5

Sender zip code

112233 =)
Sender phone

99999999999 (=)
Sender resident

YES NO =)

Sender identity document number

1122334 ()
Sender identity document issuer date

1 January 2020 ® o
Receiver middle name

Tester =)

Receiver region

Genesee ()

Receiver country

United States v 08
Recelver resident

YES NO )

Receiver identity document number

1122334 5

Receiver identity document issuer date

1 January 2020 5 o

Customer screen size

2560x1440 =)

@ Comyiink

BupTyanbHbIA TEPMUHaN
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BbinnaTsbl

B pa3pgerne BBIBOMIa CPEMCTB BO3MOKHO OCYIIIECTBUTD mepeBoy Ha Kapty (D2C - deposit to
card) u mepeBo[ Ha CYET, KOTOPLIE OMMCAHLI HUXKE.

MepeBop Ha KapTy (D2C)

Omepalius nepeBoa Ha KapTy IIPecTaBasgeT coboi mepeBon CPeficTB ¢ 6aHKOBCKOTO cueTa
ToproBija Ha 6aHKOBCKYIO KapTy [lomy4yaTesns.

Bo3MOXKHEI HECKOIBKO CIIEHapUEB:
1) TlepeBop meHer Ha U3BECTHYIO KapTy.
Toprosel 3anoTHAET OaHHBIE AeprKaTessd KapThl OJI4 IToJydaTeis CPEOCTB U COBEpIIaeT
BHIIIJIATY HenocpencTseHHO B BT ¢ moMoIsio KHONKY “IIpoBecTtu”.
2) ITepeBon meHer Ha 3aperUCTPHUPOBAHHYIO KapTy.
[anueie [Tony4daTesnsa n3BIeKaOTCI C UCIIOJIb30BAHUEM PEKYPPEHTHOIO
ugeHTuGUKaTopa HasHadyeHus. Pasgensl “MHpopMalusa o KapTte [TonydaTens”
(Bmapmerell KapThl, HOMEp KapThl, CPOK felcTBUus) u “JInuHasa nuHdopmanusa” (UM,
damunus, roOpom, agpec, ITOYTOBLIN MHIEKC, MOOUIILHEIM HOMEP, 91eKTPOHHAs II0YTa,
CTpaHa u Opyrue HeobOsi3aTeNlIbHEIE MaHHBIE KIIMEeHTa) OyOyT 3amoIHEHBl aBTOMATHUYECKH.
15 yckopeHUd 3anojgHeHusa noneu [lonygaTtens ucnonb3yuTe pa3gen “[locnenaue
HUCIIOIb30BaHHBIE” PSOOM C II0JIEM PEKYPPEHTHOTrO HAeHTU(pUKaTOpa Ha3HaueHus, B
KOTOPOM COLEepzKaTcs paHee HUCIOJIb30BaHHEIE PEKYPPEHTHBIE UAEHTU(PUKATOPHL.
3) ITlepeBop meHer Ha HEM3BECTHYIO KapTy.
Toproser co3gaeT ClellnanbHYI0 CCBUIKY OIS IIOIy4aTeisi CPEACTB IPU IIOMOIIHN
kHonku “KomupoBaTh ccrinky”. IloyuaTesiio OTHpaBlsIeTCs CChlIKa Ha GpopMmy, B
KOTOPOY OH [OOJIZKEH yKa3aTbh HOMEP KapTHl IToJIy4YaTennd.

Note: I[Tpu 3anonHeHuu sa4yevku “UpeHTudUKaTOp KiIMEHTA” palgendl “JIuuyHOU
undopmanun” (Umsa, ®amunusi, I'opon, Appec, IlouToBwii MHOEKC, MOOUILHBIM HOMED,
OnekTpoHHas nmouta, CTpaHa) OyOyT 3alOTHEHB aBTOMATUYECKH.

Ha I/I306pa}KeHI/II/I IIOKa3aHbl BOSMOZXKHEBIE€ BAPHUAHTEI 3allOJIHEHU .
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Transaction type

Deposit c2c
D2C Payout
Endpoint*
1122334 v 5
Card info

Mandatory fields for Process

Destination cardholder

Test User 5

Destination recurring ID

1123456 v 5
Order data
Invoice number®

1122334 5

Personal info

Customer ip-address™

11.22.33.44 5

Additionally ~
Receiver first name

Test 5
Receiver birthplace

1 January 2020 5
Receiver address

Test Address

Receiver zip code

112233 S

Receiver citizenship

United States 5
Receiver e-mail

test@mail.test 5
Receiver identity document series

99999999999 5

Receiver identity document issuer depa...

Test 5

Customer local time

Sun Jan 01 2020 15:00:0 GMT+( &

Customer accept

1122334 5

Merchant customer ID

Withdrawal

Amount*

100 )

Destination card number*

444455**TTTT

Order description*

Test o)

Customer redirect URL

https://test.test/redirect 5

Receiver last name
User 5

Receiver birthday

1 January 2020 5

Receiver region

Genesee 5

Receiver country

United States v 8

Receiver resident

YES NO 5

Receiver identity document number

1122334 5

Receiver identity document issuer date

1 January 2020 B o6
Customer screen size
2560x1440 )

Customer withdrawal level

Currency*

United States dollar X v~ &

Dest. valid thru

10/30

Receiver middle name
Tester 5

Receiver city

NY Iy

Receiver area

Test Address 5
Receiver phone

99999999999 )
Receiver identity document ID

1122334 5
Receiver identity document issuer name

Test 5
Customer user agent

Mozilla/5.0 (Windows NT 10.0; W &
Customer accept language

en 5
Customer ID

1122334 5

@ Copvink

7.5. BupTyasibHbiA TEPMUHAN
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MepeBop Ha CYET

TpaH3akIus lIepeBoja Ha CUET — ITO IIepeduciieHre cpencTB Ha HoMep cdeTa [lonydaTensd,
nmppPOBOYU KOIIIENIEeK UIIU OPYyro¥ TUII cueTa. Toprosel] 3all0NHAET IIaTeXKHBIe NaHHbIe [JId
INonyyaTens cpenCcTB HenoCcpencTBeHHO B BT U MHUITMKUPYET BHIIJIATYy KHONIKOM “IIpoBecTu”.

Note: IIpu 3amonHenuu nond “MpueHTudrKaTOp KIMeHTa” pa3fesibl TMYHON uHbopManuu
(Ums, ®amunus, ['opon, Agpec, ITouToBEIM HHOEKC, MOOMIbHEIN HOMEP, DIeKTPOHHAas IIoYTa,
Ctpana) 6yAoyT 3aIllOTHEHB aBTOMAaTHUYECKH.

Ha I/I306pa}KeHI/II/I IIOKAa3aHbl BOSMOZXKHBIE BAPUAHTHI 3allIOJIHEHU .
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Transaction type

Deposit ca2c Withdrawal

Endpoint*
1122334 v 5

Order data

Invoice number*

1122334 )

Additionally A

Order description*

Test 5
Bank name

Test 5
Bank area

Test Address )

Bank address

Test Address

Bank zip code

1122334 ()

Account number

1122334 5
E-wallet
1122334 5

Personal info
Customer ip-address*

11.22.33.44 5
Additionally ~
Customer user agent

Mozilla/5.0 (Windows NT 10.0; W &

Customer redirect URL

https://test.test/redirect )

Merchant customer ID

Receiver birthday

1 January 2020 5
Receiver address

Test Address
Receiver zip code

112233 5
Receiver phone

99999999999 )

Receiver identity document number

1122334 (=)

Amount*

100

Merchant data

1122334

Bank branch

Test

Bank city
NY

Bank card number

4444 55* 77 77

Routing number

1122334

Crypto wallet address

1122334

Legal person name

Test

Customer withdrawal level

Receiver first name
Test

Receiver city

NY

Receiver country
United States
Receiver e-mail

test@mail.test

Currency*

United States dollar X ~ &

Bank code

1122334 ()

Bank province

Test 5
=)
Account name
Test 5
E-wallet type
Test 5

Legal person document number

1122334 5

Customer ID

1122334 5

Receiver last name

User )

Receiver state

United States v 5

Receiver identity document ID

1122334 5

Process

7.5.

BupTyanbHbIA TEPMUHaN
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7.6 YBepoMJsieHUAa O MapkKepax TpaH3aKLu#H

* BBemeHue

* Kondurypanusa

7.6.1 BBepeHue

HWHCTPYMEHT yBeOOMJIEHMS O MapKepax TPaH3aKIUi HCIOIb3yeTCs [Jid yBeOOMJICHUS
TMO/Ib30BaTeIell 0 KOHKPETHHIX IIpo6iieMax, KOTOPEle MOTYT BO3HHKHYTEH C TPAH3aKIHUSIMH U
00BIYHO TPeOyIoT OBICTPOrO pearupoBaHus. KaxXmwrii pa3 mpu cpabaThiBaHUM YKa3aHHOTO
MapkKepa TpaH3aKIMW Ha afpec 3JIEKTPOHHOMN IOYTHI II0JIh30BaTeNs OyOeT OTIPaBISATHCS
yBemomiieHue. Hampumep, ecnu BKIIOYEHH YBEIOMJIEHUS O YapaKO09Kax, MOIb30BaTesb
OymeT moJlydaTb HOBOE YBEOOMJIEHHWE IO 3JIEKTPOHHOM MOYTE MO KaXOoro dYapmiKO09IKa,
IIpUMeHEeHHOro K o6paGoTaHHOM TpaH3akKuuu. ComepKUMOe 3JIeKTPOHHOTO IIMChMa MOXKHO
HACTpauBaTh.

Ha rnaBHOM 3KpaHe oTOOpaXkaeTCs CIUCOK BCEX YBEOOMJIEHUM, UX CTATyC, UOEHTUDUKATOD,
TeMa, A3bIK, MMs TOproBila, TUI COOOIEHUS U TUI MapKepa.

Transaction marker notification CREATE
Last updated by Language v

STATUS ID LAST UPDATED BY SUBJECT LANGUAGE MERCHANT MESSAGE TYPE MARKER TYPE

«© 73 TestMerchant Chargeback English TestMerchant Email (HTML) chargeback Failed PAN eligibility

7.6.2 KoHdurypauus

Yto6nI HOOABUTEH HOBBIM MapKep, HasKMHUTE Ha KHONKY Co37maTh B IPAaBOM BEPXHEM YTIIy.
ITossBUTCST OKHO KOH(MUTYPAIIUU YBEOOMIEHUN CO CIIENYIOIMNUMY ITapaMeTpaMu:
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New transaction marker notification

» Disabled

Marker type

Language

Message type
O Email

(O Email (HTML)

Subject
Message
CANCEL SAVE
MapameTp OnucaHue
Cratyc BxiroueH0/BEIKITIOYEHO

continues on next page

7.6. YBepoMJIieHUA O MapKepax TPaH3aKuumn
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Table 2 - continued from previous page
MapameTp OnucaHwue
Tun mapkepa

e Yapmx069K

* Yapmx069K mocie Bo3BpaTa Ethoca

* Yappax09K IMocjie BO3BpaTa

e [Ty6nupoBaHHBIN YapaKO3K

* Heycnenrnas oTMeHa

* HeycmemrHoe crimcanue

* Heycnemnas nposepka PAN

d HeycnemHaﬂ HMHHUIIWMAIIUSA CeCCUU OIIJIaThI

d HeycnemHaﬂ VHUIIMaAlIUgd CEeCCUU BEBIINJIAThI
* Heycneursbiii BO3BpaT

* Heycmemrnast orleHKa pucKa

* MomeHHNYEeCTBO

* HemocnepoBaTesnbHEBIN CTAaTyC 3aKa3a

* HempaBuabHBIM KO OTKIOHEHUS TPaH3aKIUU
* HecCkonpKO MacTep NOATBEPKIECHUYU

» I[IpoBepka 1o TenehoHy

* YBemomieHue 00 oOpaTHOM BBEI30BE OT IIPOIleccopa
* OTK/IIOHEHHAS BHIIIJIATA

* OTKJIOHEHHBIN BO3paT

* 3amnpoc MoATBEPKOAINUX TOKYMEHTOB

* OmpepenseTcs MOIb30BaTeIEM

Toprosern YroObr! BEIOpaTh TOProBIla, BBEOUTE UMS UJIM UAeHTU(GUKATOP TOprosIia.
Tema Bce nmucbMa O 9TOro Mapkepa OyOyT UMETh 9Ty TeMY.
Tum cooOIeHus

* DJIEKTPOHHAS M0YTa — IJEKTPOHHOE ITUCHMO C OOBIYHBLIM TEKCTOM.
e OnekTtpoHHas nouta (HTML) — ajieKTpoHHasI Io4YTa C HOOOePKKOM
HTML.

Coo0O11eHH1E
Bce aneKTpoHHEIE ITHChMa [JII 9TOTO MapKepa OyIOyT comepkaTh 3TO
TEKCTOBOE COOOIIeHUe.

YBemoMiIeHMsI 0 MapKepax TPaH3aKIui NoamepKuBaioT [11a0I0Hb
coo6meHH1315.

Kpowme Toro, nognepxkuBaetrcsa $! {MARKER TYPE NAME}.

7.7 Mapkepbl TpaH3aKUuu#H

Mapkephl TpPaH3aKIUE CO3MAIOTCA [MOJIS YBEOOMJIEHMs IIOJIb30BaTelell O KOHKPETHHIX
mpobieMax, KOTOPhIE MOTYT BO3HHMKHYThH C TPAH3aKIMIMH U OOLIYHO TPeOyioT GEICTPOro
pearupoBaHUS UK OOIIOTHUTEILHEIX OM3HEC-TIPOIeCCOB (HallpuMep, PyYHOTO IPOCMOTPA UITH
obmenusi ¢ KnueHToM). DTOT 9KpaH II03BOJISIET MPOCMATPHUBATL BCE CO3MAHHBIE MapKephl
TpaH3aKHHﬂ nu paGOTaTb C HUMHU, HOG&BHHH KOMMEHTAapHuu K MapPKepaM B yCTaHaBJIMBas HUX
Kak “obOpaboTanHble”, ecnu mpobOrema Ohlfla pellleHa. YBeOOMIIEHHS O HOBHIX MapKepax
MOTYT OLITH OTIIPABIEHEBI IO 3JIEKTPOHHOM IIOYTe, 3Ta (PyHKIMS HacCTpauBaeTCs Ha 3KpaHe

> https://doc2.codetime.net/integration/common_utilities/receipt message.html
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“YBegoMiieHHs O MapKepax TpaH3akKmuu’. Mapkephl TpaH3aKIUW MOXKHO COPTHUPOBAThH C
TIOMOIIILI0 KPUTEPHEB IIOWCKa N0 TUIY MapKepa U ctarycy. CHOUCOK MapKepOB COHEPIKUT
nHOpMaIUIo 0 KaXKIOoM THUIIe MapKepa, CTaTyce U CBI3aHHOM MAeHTH(HUKaTOpe 3aKasa:

Transaction markers
~ Filters Template v

Date D A Marker type Status User name :;ct)ecessing l;:girsion Order ID Merchant name

igZ;—O:g—ZO 82655 chargeback Unprocessed Vica_loyalty_test_merchant:merchant - - 3413887 ::%(;Zif_“yﬂ
ingi:?g_zo 82656 fraud Unprocessed Vica_loyalty test merchant:merchant - - 3407422 \r:%c:;:ﬁ_“yﬂ
?22;—%85_20 82657 chargeback Unprocessed Vica_loyalty test_merchant:merchant - - 3405078 \r::?ct:i?_“yis‘
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CHAPTER
EIGHT

HACTPOUKU

8.1 lNouck HacTpoek

OkpaH Ilorcka HacTpoeK NOpegHa3Ha4dYeH [Jii MONCKa NPOEKTOB M TEPMHHAJIOB, MO HX
Ha3BaHUIO UIU UAeHTUGUKATOPY U HaxoauTcs B pa3mene “HacTtporiku” — “IToucK HacTpoek”.

Select Entity
Search v ALL v

Irama3oH IIoMCKa MOXKHO yKa3aTh 10 TepMuHanam unu IIpoekram.
Al -

By All

By Projects

By End Points

8.2 CoTpyAHUKM

* Co3maHuMe aKKayHTOB [JIsT COTPYIHUKOB
* PemakTUpoBaTh aKKAyHT COTPYIHUKA
» IIpuBHIErUY IOIL30BATEIIS

- Toprosen

- Pecennep

72
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8.2.1 Co3paHMe aKKayHTOB A COTPYAHUKOB

Co3pmaHue HOBHIX YUETHEBIX 3allUCEU IJIg OOCTyINa K CUCTeMe COTPYOHUKOB TOprosiies
BO3MOZXKHO B pa3zeine “Hactpoiiku” — “CoTpyngHUKH”.

Bxrnagka COTPYZHUKM COOEPKUT CINCOK BCEX YUETHHIX 3allCey COTPYOHUKOB, CO30aHHBIX B
cucreMme gys Toprosua.

HoBast yyeTHast 3anuch COTPYAHUKA MOXKET OBITh CO3JaHa C IIOMOIIbI0 KHONKY [[00aBUTH
nonbs3oBaTens. Heobxogumo 3alOIHUTS CIIeyIOyo0 hopMy:

Create User Create

Login*
Password F"8V7geK  Generate new password
Display Name*
E-mail*
Principal role* -
Status
Enabled v
Name *
Surname *

Organization

Login IPs/masks whitelist

Harnee BBIGGpI/ITe OOHY M3 HOCTYIIHBIX poneﬁ COTPYOHHUKOB B CUCTEME:

ITocne co3maHust MUYHOTO KaOWHETa COTPYOHUK MOXKET Cpaly JKe BOUTHU B CUCTEMY. JIOTHUH U
IIapoJib TeHEPUPYIOTCS Ha 9TAlle CO3IaHUs JIMYHOr0 KabuHeTa (He 3a0yabTe MpeaBapUTEIbHO
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IMERCHANT-CLIENT-SUPPORT
IMERCHANT-DESC
MERCHANT-FINANCE
IMERCHANT-FINANCE-READONLY
MERCHANT-PHONE
MERCHANT-RISK
MERCHANT-SALES
MERCHANT-SUPPORT
IMERCHANT-SUPPORT-READONLY
IMERCHANT-TRANSACTION
MERCHANT-VT-ONLY
IMERCHANT-VT-TRANSACTION

COXpaHWTh Taposnb). Ecmau mapomb He OB COXpaHEH, er0 MOXKHO COpPOCHTH Ha SKpaHe
CBEeEeHUU O COTPYOHUKE.

Password

[Tpu mepBOM BXOOE COTPYZHUKA B YVUETHYIO 3allUCh CUCTEMa IIPOCUT CMEHUTH BPEMEHHEIN
IapoJIb Ha ITOCTOSHHEIN:

You must change your temporary password

Password | |

Confirmation | |

Change

The minimum password length must be & characters
Use of lowercase and uppercase letters

Using at least one special character

Using at least one digit
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8.2.2 PepakTupoBaTbh aKKayHT COTPYyAHUKA

Bce co3pgaHHbIe YUETHBIE 3alIMCU BUOHEI Ha cTpaHulle “CoTpymgHUKU”:

Onloff D ™ Name

[ o] 1473 Test Employee Test e
test.test@gmail.com
Login: Test_e Scope username: Vica_loyalty test_merchant
Principal role: MERCHANT-SUPPORT Scope user principal role: MERCHANT

@« AKKayHT COTPpYOHMKA aKTUBUPOBaH.

AKKaYHT COTPYOHUHKA NE€aKTHUBHUPOBAH.

HaxkMuTe Ha UMs COTPYOHUKA, YTOOB OTKPHITh PEJAKTUPyEeMbIe TaHHLIE €r0 YUEeTHOHU
3amucy, HaXaB Ha KHONKY V3mMeHUTh. Bce mapamMeTprl akKayHTa COTPyOHUKAE, 3a
UCKJII0YEHNEeM UMeHHU I10/Ib30BaTes U JIOTHUHA, MOTYT OBITh U3MEHEHHI.

Knomnka COpocuTh 0L JIOTUHOM II0JIb30BaTelIs UCIOIb3yeTcs il cOpoca napos
nmonb3oBaTesisa. CucTeMa CreHepupyeT HOBBIM OOHOPa30BHIM ITapoJjib, KOTOPHIY HEOOXOOUMO
IPEeNOCTaBUTh COTPYOHUKY. 3aTeM COTPYIHUKY IPUOETCSI CMEHUTH BpeMeHHBIN ITapoJib Ha
TIOCTOSHHEIN IIPU ClIefyIolleM BXOoAe B CUCTEMY.

CTpoka moucka Mo3BojsgeT ObLICTPO HAaWTU HYKHOTO COTPYOHUKA I10 UIEHTU(PUKATODY,
UMEHU, JIOTUHY WUJIU agpecy 3JIeKTPOHHOU ITOYTHL:

~ Filters Template v

Exact Email 1%
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8.2.3 lMNMpuBunerum nosnb3oBartensa

Bce moctymHble pomu mis Toproeia u Pecennepa IIpedcTaBleHBl B TaOnIuile HUXKE.
O6paTuTech K MeHemXKepy CIIyKOuI mogaepkKu Doc2.0 mnsa mogbopa Hanbosiee mOOXOOsiiei
POIH OISt KOHKPETHHIX CIIy4YaeB UJIU IOJIyYeHUS IIOJTHOTO CHMCKa (YHKIIMOHATbHOCTH POJIEH.

Toprosew,

OcHOBHas y‘{éTHaH 3aIIucCh TOpFOBHa nMeeT OOCTYII TOJIIBKO K CBOeMY Tpa(bI/IKy 1 HE MOXKET

BUOETH OPYTI'UX TOPT'OBLEB.

Twnn coTpygHukKa

OnuncaHune

merchant-support

HaHHBII;I COTPYOHUK HWMeEET TAaKOM XKe OOCTYII, KaK H
TOpl"OBeLI, HO HE MO2KeT CO30JaBaTbk COTPYOIHHNKOB TOpTOB].[a.
MozxKeT OTMEHSTh 3aKa3kl CO CTPaHHUIIBI 3aKa30B.

merchant-support-readonly

[aHHLI COTPYOHHMK HKMMeEeT OTrPAaHMYEHHYI0 BEpPCHIO
moctyna merchant-support, He wuMeeT pgocTyma K
M3MEeHEeHNI0 KOHPUrypainu. MoxkeT OTMEHSTh 3aKa3kl CO
CTPAHUITHI 3aKa30B.

merchant-risk

IaHHBIA COTPYOHHUK MMeEET [OOCTyIl K CBEOEeHUSIM O
TpaH3aKUUAX U OEeWCTBUSAM HaO HUMHU, IIPOCMOTPY U
paboTe co cuuckamu BWL u onmusamu BWL co cTpaHUIIE
CBeeHHU O 3aKa3e, OTUYeTaM U TI'PYIIIOBHIM OIlepalusaM.
MozKeT OTMEHSTh 3aKa3bl CO CTPaHUITEI 3aKa30B.

merchant-risk-readonly

IaHHBIA COTPYOHHUK MHMeEeT [OOCTyIl K CBEOEHHUSIM O
TpaH3aKUusIX, IPOCMOTPY U pabore co cnuckamu BWL u
onuusamMu BWL Ha cTpaHuIle CBeOeHUM 0 3aKa3e, He UMeeT
OOCTYyIIa K OTYEeTaM U I'PDYIIIIOBBIM OIl€pallusaM.

merchant-finance

IaHHBIA COTPYOHUK HMEEeT HOOCTYII K HEKOTOPBHIM
CYIIHOCTSIM B cUCTeMe, 0030pHOM ITaHe/lIu U CBEeIeHUSIM O
TPaH3aKIUuAgX.

merchant-finance-readonly

HaHHBIN COTPYOHHUK MO2XKeT BHOETH TOJIELKO CBeOEeHHsaA O
TPpaH3aKIuAX, T'PYIIIIOBEIE OIl€ePallii U OTYETHI.

merchant-vt-only

ITaHHBIM  COTPYOHUK WMEEeT [OCTYI  TOMBKO K
BupTyansHOMYy TEpMUHATY.

merchant-vt-transaction

IaHHBEIM  COTPYZHUK HKMeeT [OOCTYyOD  TOJBKO K
BupTyanbHOMYy TepMHUHAJY U K CBEOEHUAM O TPAaH3aKIIUIX.

merchant-desc

IIaHHBIM COTPYOHUK MOXKET BUOETh TOJIBKO OO30PHYIO
IIaHeJIb U1 CBEIEHHN A O TPAaH3aKIIUAX.

merchant-loyalty

IaHHBIA COTPYOHHUK MOXKET BUOETh TOJIBKO cnucku BWL u
CBeeHUs O TPaH3aKIUIX.

merchant-client-support

l]:[EIHHBII;I COTPYOHUK MO2XKET BHOETH TOJIBLKO CBE€OEHHSA O
TPAaH3aKIUAgX.

merchant-transaction

IIaHHBIM COTPYOHUK IIOYTH HAeHTHMYeH merchant-client-
support.

merchant-analyst

IlaHHBEIM COTPYOHUK IIOYTH uUOeHTHUYeH merchant-
transaction ¢ mocTymoM K 0030pHOM ITaHEJIW, HE MOXKET
BUmeTh [IpOEKTHI.
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Pecennep

OcHoOBHas y4€THAs 3alKCh Pecersiepa UMeeT OOCTYII TOJIBKO K IIPOCMOTPY TpaduKa 1o
ITPOEKTaM, CBI3aHHEIM C 3TUM PECETIIIEPOM.

Twnn coTpygHuKa OnuncaHwne

reseller-support IIaHHBI COTPYOHUK HMEEeT TAaKOM XKe [OOCTYI, KaK WU
aKKayHT Peceyiepa, HO He MOXKET CO3laBaTh COTPYOHUKOB
Pecennepa.

reseller-finance IlaHHBEIM COTPYOHUK HMeeT TaKOU JKe [OOCTYI, KakK U
reseller-support, HoO He ymeeT paboraTh C TapubHBIMU
IJIaHaMH.

reseller-no-finance IlaHHEBIM COTPYOHUK MMeeT TaKOU XKe JIOCTYII, Kak reseller-

support, MOXKeT C03[aBaTh COTPYOHMKOB, HO HE HMEET
HMKAaKOI'0 OCTyIa K 6aHKOBCKOM nHpOpManmu.
reseller-desc IIaHHBIM COTPYOHUK UMeeT TaKOU Ke NOCTYII, Kak reseller-
support, mMeeT [HOOCTyo K HEKOTOPHIM HOeNUCTBUAM C
TPaH3aKUOUSIMU ¥ MapKepaM TpPaH3aKUWi, HO HE HUMEeeT
OOCTyIla K MHTErPaIoHON aHEe .
reseller-client-support IlaHHBEIM COTPYOHUK HMeeT TaKOM Ke [OOCTYI, KakK Hu
reseller-support, MOXKeT BUAETD 3arpyKEHHBIE OKYMEHTHI
Ha CTpPAHWUIle CBeOEHU O 3aKa3e, HO He UMeeT JOCTyIa K
00630pHOM ITaHEeI! U KOPPEKTUPOBKAM.

8.3 lMpoeKTbl

e TTouck npoekta u KPI

e I1TaGI0HBI COOOIIEHUH

[Ipoext — 2710 cymHOCTh B [lnmaTexHOM III03€, ONpemensdioniasi yCJIOBUS IIOIy4dYeHUs
IJTaTEKHOTO COOOIIEeHUST ¥ ero MHAaJbHEHINyI0 MAapIIPYTH3aIlWo K IIOOKIIOYEeHHOMY
ITpoueccopy.

8.3.1 NMowuck npoekTta u KPI

[ @) 6571 Vica Loyalty test Project

[laubii 5KpaH MO3BOJSET MPOCMAaTPUBaTh Bce ITPOEKTH, CO3MaHHBIE B CHUCTEME. B chyyae
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BO3HHUKHOBEHHUS OOJILIIIOT0 KOJIMYECTBa HpoeKTOB, MOZKeT OBITH TOJIE3HO BOCIIOJIL30BAThCS
IIOMCKOM:

~ Filters Template v

Exact in Al &

I711 MOHUTOPUHTAa aKTUBHOCTHU 110 [Ip0oeKTy UCTIONB3YIOTCS KIII0YEeBhIEe T0Ka3aTeln
apdpexTuBroCcTH (KPI), Takue Kak: BrIpydKa TOpProsia, CpeJHSAsSI CTOUMOCTDh 3aKa3a U Opyrue.

HaxxMute Ha Ha3BaHHue [IpoekTa, YTOOB OTKPHITH ITOAPOOHYI0 HHGOPMAIIHUIO O HEM.

Bxkmapgka “O61iue” mo3BosieT IPOCMaTPUBaATh XapaKTePUCTUKY [IpoeKTa U CBsI3aHHEBIE C
HUM TepMuHAaIbI.

8.3.2 LWab6soHbI coobWweHun

[ITa6ioHB COOBINEHNM MOXKHO HUCIIOIb30BaTh OJjIsd oTIIpaBku Knuenty SMS-coobmienuit unm
OIIOBEIIEHUY II0 9JIEKTPOHHOM IOoYTe MOCe KaXXOoM YCIIeIIHOM TpaH3aKUuu. [IJI1 OTIIpaBKU
TaKuX COOOIeHu ¢ agpeca Toprosiia, Toprosell HOIKeH IPEIOCTaBUTh MEHEOXKEPY CITyKObI
nopgmepxkku Doc2.0 cBou yueTHBIE faHHbBIE cepBepa coobmenuit. [11a6GIo0HbI CO30al0TCs C
nomo1sio KHonkY [11a6soH. TTocne HaxkaTus OTKPOETCS OKHO C JaHHBIMM HOBOTO I1abJioHa:

Project 6571

Message templates

Status * A
Merchant * v
Language * v

Subject template *

Message type * -

Body template *
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Co3maHHBIH TabJIOH HOSIBUTCS B CIIUCKE:
ID Language Merchant Message type

U] 76 English Vica Loyalty test merchant Email ®

IN

|
U OtnpaBKa COOOIIIeHUN BKITIOUeHa.

OTmpaBKa COOOIIEHUH OTKII0YEeHa.

8.4 TepMuHanbi

* Tlouck Tepmunranos u KPI
e Jletanu TepMUHAIOB
» [MTa6oHEI COOOIIIEeHUN
» [InaTéxuasa ¢popma
¢ OO6paTHbIE BLI3OBHI
* Kronka Kynuth ceruac
- Hactporika kHOnKu KynuTs cerigac
- OOsi3aTesbHBIE TIOJIST KHONIKY KynuTh ceriyac

- Tlons nnmaTéxkHOM GhopMbl KHOIKM KynuTth ceridac

e Bamnanc cuéta

TepMuHanM — 3TO YHUKaJIbHO HIOEHTUQUIIMPOBAHHBIM TepMuHan B [InaTeXHOM MHIIIO3E,
KOTOPHIM Hal3HavaeTcss TOProBIly M HOJXKeH OvTh yKazaH B API komaHmax IlmaTexXHOro
[MInro3a.

8.4.1 Nouck TepMmuHanos u KPI

Ha sTtoMm 3KpPaHe OTO6pa}KaIOTC$I BCeé TepMHHAJIbI, CO3OaHHEBI€ OJIs TOPTrOBIa B CUCTEME:

13453 Vica loyalty test endpoint

Vica loyalty test endpoint 2

JLN.
:

13497 Vica test master endpoint
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I
U TepMuHaI BKIIOYEH.

TepMI/IHaJ'I BEIKJIFOYEH.

B Cily4ae OOJILIIOTO KOJIMYEeCTBa TepMI/IHaJ'IOB MOZKHO HCIIOJIB30BaTh IIOUCK:

~ Filters Template v

Exact in Al &

1711 MOHUTOPUHTA aKTUBHOCTU 110 TepMUHAy UCIOIb3YIOTCS KII0UYeBble IT0Ka3aTelu
abdektuBHoctu (KPI), Takue Kak 3apaboTok Toprosiia u mpyrue.

I[Topmenro KPI oTkprIBaeTCsa IpU HaXXaTUM KHONKU lleTanu Ha 3KpaHe noucka TepMuHana.
IMTogpoGuee cm. B ITogpo6ubi mpocmoTp KPI.

[ITenkHuTE Ha Ha3BaHue TepMUHasa, YTOOB OTKPHITEH MOAPOOHYIO0 MHPOPMAIIHUIO 006 3TOM
Tepmunare.

8.4.2 Netanu TepMuHanos

OKpaH cBefeHul o TepMUHase ComepXKuUT UHPOPMaIHio 0 HaCTPOEHHEBIX ITapaMeTpax
manHoro TepMmuHasna, ero ugeHTU(UKATOPE, TUMUTaX U CBI3aHHOM IpoeKTe. TepMuHam
HacJeOyeT CBOIO BaJIIOTY OT IIPOEKTa, C KOTOPEIM OH CBS3aH.

BaxHO 0OTMeTHUTH, YTO HaCTPOUKM TepMuHasna (Takve Kak JIMMUTHI, IIJIaTEXKHBIE (DOPMEHI,
onpenenenue KnueHTa u T. O.) IepeonpenensioT HacTpouku [Ipoekra.

11 npocMoTpa PpUIbTPOB, HACTPOEHHEIX Ha TepMuHase, UCIOIb3yiiTe BKIAOKy “OUIbTPEI
¢pon-3amuTh”.

YT06H IPOCMOTPETh HEOOXOOUMOCTE IOIIOJIHUTEIILHEIX II0JIeH B MJIaTeXHOU GhopMe,
BOCHOJNB3YyHUTECH BKIagkou “API IToms”.

715t paBGoOTHI C APYTUMH HapaMeTpaMu KOHGUTYpaluyu CM. MHOOPMAIIUIO HUKE.

8.4.3 LLla6s0oHbLI cOOOLWIEeHUN

[ITa6ioHE COOBIIIEHNM MOXKHO UCIIOIb30BaTh IS OTIIPABKU KIUEeHTy SMS-coo0iIeHu Ui
COOOIIEeHHH II0 3JIEKTPOHHOM IIOYTE MOCIe KaXK/I0H YCIIeIIHOW TpaH3aKuuu. I OTIpaBKu
TaKuxX Co00IIeHu ¢ agpeca Toprosila, ToproBell HOIXKEH TPEeAOCTaBUTh MEHEIKEDY
cnyk0n1 mogaepkKu Doc2.0 cBou ydeTHEBIE TaHHBIE cepBepa coobiienuii. 111abmoHb
co3galoTcs ¢ nomotukio KHOnKY [1la6moH. [TpuMep 3anomHeHusT GOPMEL:
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Project 6571

Message templates

Status *

Merchant *
Language *
Subject template *
Message type *

Body template *

ITpumep mra6oHa coobieHus B popMe:

ID Language Merchant

Q) 76 English Vica Loyalty test merchant

|
U OtnpaBKa COOOIIIeHUM BKIIIOUEeHa.

OTmpaBKa COOOIEeHNH BEIK/IIOUEHA.

8.4.4 NnaTtéxHasn ¢popmMma

Message type

Email ®

IN

Ha Tepmunane unu MacTep TepMUHale 3MOXKHO HaCTPOUThH ITOIb30BATEIbCKUE TINTATEXKHBIE
dopmel. 151 HacTpoiKu cM. pasmen Hactpoiika dopm® B MHTerpaunoHHOM OOKYMEHTAaIlUuU.
ITpemocTaBbTE HACTPOEHHEBIE (POPMBI MEHEAKEPY CIyKObI moamepRkku Doc2.0 [jist yCTaHOBKH.
HasBaHus ycraHoBlIeHHEIX GopM OyoyT BUOHLL Ha 9KpaHe CBeNeHUM O TepMUHaTe.

6 https://doc2.codetime.net/integration/reference/forms customization.html
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8.4.5 ObpaTHble Bbi30OBbI

OOpaTHBIM BHI30B HACTpawBaeTCsl Ha ypoBHe TepMHHana C IMOMOIIbI0 YTUIUTH Co3maHus
o0paTHOTO BhI30Ba. YUTOOLI HACTPOUTH HOBBINM O0OpaTHHIM BHI30B, IEPENANTE B HUKHIOIO YaCTh
9KpaHa cBegeHu# TepMuHasla ¥ HaXXMHUTE KHOIKY “I1060aBUTH 0OpaTHLIN BHI30B”.

* Tun TpaH3aKIWU.

* URL-ampec — 3To mOnHOCTHIO omnpeneneHHbii URL-ampec co BCeMH IapaMeTpaMH,
KOTOpHIE TOTPeOyIoTCs LeleBoM cTpaHulle unu ckpunty Toprosua. IIpumep: https:
//[www.merchant.com/sale completed.

* KomMmeHTapuii, eciiu He00X0OuMO, .

Create callback X

Transaction type

All -

Url

Comment

Cancel

8.4.6 KHonka Kynutb cenuac

HNuTerpanusa kHOOKM “KynuTh cetidyac” akTyanabHa 015 TOProBIeB, UMEIOIINX OTPaHUYEeHHBIN
ACCOPTUMEHT TOBApPOB MJII MPOHazKH. ITO CaMbIM ITPOCTOM cmocob mHTerpamuu ¢ Doc2.0.
Takoit cmoco6 wuHTerpanum He TpebyeT OONBIINX TEXHUYECKUX ycunuii. HHTerpamus
KHOIKM KynuThk celyac Takxke 1o3BosseT Toprosuy (unu IIpucoeneHSIOIIENCs CTOPOHE,
IpencTaBiasaioneid Toprosila) MCKIIOUYUTE cebs M3 MOpollecca XpaHeHus, 00paboTKu HiIu
nepenayM OaHHBIX JepxKaTess KapThl [lnaTenbIiuKa WIH OPYTUX KOH(PUAEHIMaJILHBIX
TJIaTeXHBIX OJaHHBIX. Takue HaHHBIE OTHPABISIOTCS IInaTenbIIUKOM B (GOopMe CBEIEeHUU O
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KJIMEeHTe, pa3MelleHHoM Ha Doc2.0, 1 B nmnatéxkHol dopMe B cepTuduiimpoBanuoi cpene PCI

DSS.

HacTpo#ka KkHonku Kynutb ce4ac

YTo6BI HaCTPOUTH KHONKY KynuTh ceriyac Ha cariTe TOpProBiia, CIEAyHUTEe 3TUM HHCTPYKIUSIM.

* HaviguTe HyXHBIN TepMUHAI;

» [TepeiimuTe Ha BKIagKy ToBapel KynuTts celigac;

* Haxwmwute Ha [106aBUTHL TOBAP;

* 3amomHuTe 00s13aTeIbHLIE ITOJIA.

O6s3aTenbHble NOJA KHONKKU KynuTb celvac

+9999999999; mail@example.com u T. O. 3TO
3HaUYeHue MOXKEeT HCIO0JIb30BaThCS CUCTEMOU
MOHUTOPUHTA MOIIEHHUYECTBA.

Ha3BaHune OnucaHune LeHa
napameTpa
Cymma CymMMma K omnare. CyMMa moiKHa OBITh
yKazaHa B HaumbombIIux eduHHIIAaX C | HeobxogmMocCThb:
pasmenuteneM .. Hampumep, 10.5 gms USD | O6sa3aTensHO
o3HadaeT 10 gmommapoB CIIA u 50 1eHTOB. Tun: Numeric
OnuHa: 10
Omnucanue OmnucaHue ToBapa.
Heob6xoaMMOCTb:
O06s13aTeIbHO
Tun: String
OnuHa: 64k
redirect url URL-agpec cTpaHuIB, Ha KOTOpPyio OyOer
IepeHanpaBiieH JaTesbIIuK nocse | Heo6xogMMOCTh:
3aBePIIEHUS TPaH3aKIIUHU. O6s13aTeNbHO
Tun: String
OnunHa: 1024
ITysKT HaznHaueHue mnatezxa. ITOT mapaMeTp
Ha3HaYeHUSs TIoJIe3eH OJIS TOPTOBIIEB, KOTOPEIE ITO3BOJNSIOT | Heob6xogmMMoCTh:
CBOMM MJaTeNbIIMKaM MOMNOJIHATE CBOU | ONIIMOHAIBHO
cueTa C MOMOLUIBbI0 GaHKOBCKOM KapTH | Tun: String
(cueta MOOUNBHBEIX TenedOHOB, UIPOBHIE [nuHa: 128
cdyeta U T. o.). [MTpumepsl 3HAYEHUU:

continues on next page
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Table 3 - continued from previous page

Ha3BaHue OnucaHune LleHa

napameTpa

I[TnaTexHbIN MeTomnnl OmIaTHI.

WHCTPYMEHT Heob6xoamMMoOCTb:
OnIuoHaJIbLHO
Tun: String
OnvHa: 128

Monsa nnaté>xHon popmbl KHONKKU Kynutb cernyac

Y106 HACTPOUTH I0JIsI, KOTOPEIE OYOYT oTOOpaxKaThCs B IJIaTEXKHOU ¢opMe, oOpaTUTECH K
MeHemxepy ciyxkObul nommepxkku Doc2.0: 1. Ilepe#imute B API mojss Ha COOTBETCTBYIOIIEM
Tepmunarne. 2. OTMeTbTe Kaxkaoe Heobxonumoe nojie API kak Bugumoe v/unu O6s3aTeNbHOE.
3. Coxpanute API 11ons ¥ IpOCMOTPUTE IIJIATEXKHYIO GopMy.

Warning:

PekomeHnnyeTcs co3maBaTh OTOENbHEIE TepMuHANE Oy KHONKY “KynuTts cerigac”,
IIOCKOIBbKY aKTHUBAIUS 9TON OIIMYU MOXKET IIPUBECTHU K HEKOPPETHOU paboTe Apyrux
TUIIOB HHTerpauuu. Takxke:

1. KHOIIKY HeJb3s yOAaJIUTh, MOKHO TOJILKO OTKJIIOYUTE TepMUHAa HOJIHOCTHIO, YTOOR
OCTAHOBUTH TPAH3aKIMU C IOMOIILI0 KHONIKY KynuThs ceidac.

2. ViaMeHeHHe CyMMHI TpaH3aKIWK B IIJIaTeXKHOM opMe He OyIOeT IMoanepzKuBaThbCs, €CJIN
Ha gaHHOM TepMKHaJjie HacTpoeHa Kakas-mmubo KHomka “Kynuth cerigac”.

8.4.7 BbanaHc cuyéTa

YV kaxpoii Ilpucoepenstomierics CTOPOHBI €CTh y4YeTHas 3aluch Toprosila, cO3OgaHHas B
IMnaTtexxuoMm [IIn03e. Tekyiiue 6anancel cueToB TOProOBIEB MOXKHO IIPOBEPUTH YePe3 BKIIAAKY
O6miue Ha TepmuHanax. bamaHCH TakXe MOXKHO 3allpocuTh yepe3 API 1o TepMHHaHy7 U
10 TOpFOBHyg.

Note: YToOBI BKIIOUUTE 9Ty QYHKIIUIO, 00paTHUTECh B CITyK0y mommepxkku Doc2.0.

Huxe IIPUBEOEH IIPHUMEP OKHaA TepMI/IHaJ'Ia C TEKyIIMMH CHETaMU:

Balances

4 test: 102 097.80 USD
57 test EUR: 6 462.64 EUR
82 Test1: 0.00 AZN

84 check: 0.00 KZT

7 https://doc2.codetime.net/integration/API commands/api v2_get balance.html
8 https://doc2.codetime.net/integration/API commands/api v2 get balance merchant.html
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8.5 MacTep TepMuHanbl

e JleTanu MacTep TepMHHAala

» KoHbpurypamnusa MmacTtep TepMHuHasa

* Hacrtpotika napannenbHoN GopMEb

8.5.1 letanu MacTep TepMuHana

Mactep TepMuHaM — 3TO CYIIHOCTD, ITO3BOJIAIONIAA HAaCTpauBaTh IIapalesyibHyio Gpopmy,
TaKxXKe M3BeCcTHYIO Kak Payment Cashier. Payment Cashier, pasMelieHHbIN Ha CTOPOHE
IMnaTtexxHoro IIlm03a, MOXXeT 0ToOpaxkaTh HECKOJILKO CIIOCOO0B OIIIaThHI Ha BEIOOP
[Inatenemuky. 9KpaH Mactep TepMuHana no3sonsgeT ToproeuaM HacTpauBaTh TaKylo
bopmy u BEIGUPATH, KaKKe CIIOCOOH! OMJIaThl U B KAKOM IOPAAKe OyAyT HOCTYIIHEL KaXKaOMy
[TmaTenpiuKy B 3aBUCUMOCTY OT €TI0 CTPaHHL.

Kaxkpgwiit crroco® omiaThl HaCTpauBaeTCsl Ha OTHOEJIbHOM TepMuHale, ¥ 9TU CIIeIUaIbHO
HacTpoeHHBIe TepMuHab DOOKIIO4YAKTCA K MacTtep TepMmunrany. Takue TepMuHaIEL
Ha3bIBAIOTCS BCIOMOTraTe/IbHEIMU TepMuHanaMu. Bamtora MacTtep TepMuHana HaciaenyeTcs
oT IIpoekTa, c KOTOPEIM OH CBsI3aH, HO BCIIOMOTATeIbHEIE TepMUHAIL He 0013aTEJIEHO
TOJIKHEI OBITh B TOM K€ BaJlioTe, 4TO U MacTtep TepMuHal.

8.5.2 KoHdurypaumusa MmacTep TepMuHana

YTo06H co3maTh MacTep TepMuHan neperaute B pasgen “HacTtpoiiku” -> “Konduryparms”
-> “MacTep-TepMUHANL” ¥ HaXKMUTE Ha KHOIIKY “+MacTtep-tepMuHan”.

Master endpoints + Master endpoint

~ Filters Template v Add filter v

Exact in Al &

D 1t Name Description

13497 Vica test master endpoint test

ITocne BeiGopa MacTep-TepMHUHaIa IOSIBUTCS JAHHOE OKHO:
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Master endpoint 13497 Vica test master endpoint To details

Auxiliary Endpoint name Tab name Method ref. name Tx type Country list Default tab
Common
@ Vica loyalty testen Card CREDIT_CARD  sale - v

@ Vica loyalty testen Withdrawal WITHDRAWAL sale -

Haxmwute Ha kHONKYy K metanam, 4ToOB IPOCMOTPETh caM MacTep-TepMuHan (pUiIbTpHI,
njaTexHyio ¢opMy, Ha3BaHUE U T. [.).

HaxxmuTte KHONKY M3MeHUTD, OJ1 HaCTPOUKU:
* OOCTYITHBIE CITOCOOHI OTIJIATHI ¥ MX MOPSIIOK Ha ¢popMe (YHalmuTh, IEPEMECTUTh U T. [.);

* MHUIIMWPOBAHHBIN TUII TPAH3AKIIUHU [JIsI Ka’KA0ro criocofa omyaTh (IIpofaxka Uiin
TTpeaBTOPHU3alHs C ITOCHIEAYIOIUM CIIUCAaHUuEM);

* CIIMCOK CTPAaH OJIS KaXKaoro crocoba OIiaThl, KOTOPEIM OymeT oToOpazKaThCs.

YT1oOBI CKPEITH UJIX IIOKA3aTh CI10c00 OIJIATHI, I/ICHOHB3yfITe KHOIIKY BKJTIOYUTH/BBIKTIOYUTD.
OTKmI0oUeHMe crrocoba OIIaThl OTKIIIOYHUT €TI0 TOJIBKO OJIsd TeKylnero MmaCrep-TepMHnuHalla.

8.5.3 HacTtpouka napannenbHou ¢popMbl

Mo0XHO HaCTPOUTH ITOJIb30BaTENbCKUE IIJIaTEXKHEIEe PopMEI O11 MacTep-TepMUHaNa 1
KaxX[IoMy HOOKJIIOYeHHOMY BCIloMoraTebHOMY TepMmuHany. [ HaCTPOUKYM CM. pa3fgernn
Hacrpoiika hopm® B MHTErpalnoHo# HOKyMeHTalnu|. IIpefocTaBbTe HaCTPOEHHEIe (POPMEI
MeHeXKepy CiayXkObl mogaepxKkKu Doc2.0 ot yCTaHOBKH.

8.6 Npynnbl TEpMUHAJNIOB

I'pynna TepMHUHAJIOB — 3TO CYIIHOCTh, 00BEeIUHSIIONIAs HECKOJIFKO TepMUHaioB Ui Mactep
TEePMUHAJIOB C pa3HBIMU BajltoTaMu. ['pyIliia TepMUHAIOB yIpolllaeT MHTerpanui Toprosia
c IInatexupiM IIIno3om Doc2.0 npu paboTe C HECKOJNBKHUMHU BajioTaMu. [laHHBIM SKpaH
TI03BOJISIET IPOCMAaTPUBATh HAaCTPOEHHbIe ['PYIITBI TEPMUHAJIOB ¥ UX UOEHTU(GUKATOPHI.

1-1 10 25 50

Status Id Name Manager Merchant Endpoints Currency

3016 Vica test endpoint group Vica Loyalty test menager Vica Loyalty test merchant Vica test master endpoint EUR

YT0O6k JIy4dllle IIOHATh Pa3HUIY B MHTEeTrPpallki C HECKOJIBKMMHU TEPMHUHAIAMU U I'DYIIIIaMU
TE€PMHHAJIOB, IIOCMOTPUTE Ha PUCYHOK HHXKE:

9 https://doc2.codetime.net/integration/reference/forms customization.html
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Options for multi-currency processing integration

Integration to Fpynnbi TepMHHEIHOB\

Integration to multiple Endpoints\

Endpoint
Group

_{

Connecting Party
(Merchant)

Endpoint Endpoint
currency A currency B
Project Project
currency A currency B

AN

S

Endpoint Endpoint
currency C currency D
Project Project
currency C currency D

8.6. lpynnbl TepMUHaNoOB
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CHAPTER
NINE

CNMPABO4YHUK

9.1 Nnoccapum

[ns uene gJaHHOTO PYKOBOIOCTBaA HCIIOJIE3YIOTCA CIIEOAYIOIIINEe TEPMUHEL U UX OIIPEeNeJIeHnud:

AnmnapaTHo-IporpaMMHEIM  KoMmIjiekc | MHbopmanuoHHas cuUcTeMa, NpefHa3HadeHHasd

Doc2.0 (ITnmaTéxwuerit mmo3 Doc2.0). OIS ~ aBTOMATHU3UPOBAHHONW U  0Oe30IacHOMU
00paboTKM IUIATEXHBIX  Ollepanuii U  UX
XpaHEeHUs.

CucteMa ympaBieHUs IlaTeXkaMmu | [lonb30BaTenbCKUM HHTEP(ENC yHOpaBeHUs

Doc2.0 (Doc2.0 UI) IIaTeXaMu U aHajJWTU4YecKas IiaTdopma
[TnatexHuoro mmto3a Doc2.0.

Toprosen KomMmniaHus, npenocTaBmsiiollas yCiIyru, paboTh

WM peanmn3ylolas ToBaph Yyepe3 JJIeKTPOHHYIO
KOMMEPLUI0, MOOUIBHYI0 KOMMEPLUUIO WU
KaHanel mPOS.

MeHenxep Opranu3anus, MPEeNoCTaBIAIoOmas  yCIIyTH
mo o6paboTke TpaH3akKuuii ToOprosieB B
[Tpomeccopax C HCHOOJIB30BAHUEM IIJIaTEXKHOTO
mtro3a Doc2.0 m  ydeTy TpaH3akKOuud B
MoNb30BaTeNnbCKOM uHTEepPderice Doc2.0.
ITponeccop CyLUIHOCTh CHUCTEMEI, NOpe[CTaBJfAlomas co0ou
TEXHUYECKYI0 MHTEerpaluio C KOHKPETHBIM
0aHKOM-9KBallepoM WM APYTUM IIOCTaBIIUKOM
MIaTeXKHBIX YCIIYT OJisi 00paboTKY TpaH3aKIIUH.

ARKayHT HNpeHTHpUKaAIIMOHHBIE HaHHBIEe B
TI0JIL30BaTEJILCKOM uHTepderice
Doc2.0, IIO3BOJISIOIIHE II0JIL30BATEIIo

B3aMMOIENCTBOBATL C CHCTEMON OT CBOEro
nuMeHu. To Ke, 4TO YUETHASA 3aIIUCh.
Tpauzakmmusa CornamieHre O HOpoBemeHUM  (DUHAHCOBOM
omepanuy MeXOy IIoOKyIlaTreieM K ToproBieM
[0 oTJiaTe ycJiyr, paboT MM TOBApOB, BO3BpaTy
OeHeXHBEIX CpPEeOCTB 3a paHee OIJIadyeHHBIE
yciayru, paboThl U1K TOBaphl, IepeBoAy OeHer C
KapThl Ha KapTy nub0 yOepKaHUI0 HeHEeKHBIX
cpencTB Ajist OymyIed OmjiaThI.

continues on next page
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Table 1 - continued from previous page

AuTUdpOA GUILTPH AJITOPUTM TEXHUYECKOT0 aHajln3a TpaH3aKUuhi
ons BBHISIBJIEHUS TIOZO3PUTEJIbHEIX u
MOLIEHHUYECKUX TpaH3aKLul, OCHOBAHHEIM Ha
ONBITE COTPYAHUKOB D0c2.0 M MeXIOyHapOoOgHOU
IpaKTUKe MOHUTOPUHTA MOIIEHHNYECTBa.

BWH Upentudukatop OaHKa, epBrle 6 1udpp HoMepa
KapTEHL.

9.2 MoapobHbin npocMmoTp KPI

* BBepeHue
* KPI
- O6opoT
- 3apaboTok
- Ilepexomsauiuii 0CTaTOK
- JlaTel mepBOH U IIOCJIeOHEN TPaH3aKIUU
- CpepHsisg cyMMa TpaH3aKIuHu
- KonuyecTBO 3aKa30B Ha ogHOTro KimeHTa B MeCsIl
- KoHBepcus moCTOIHHBIX KJIIUEHTOB
- Tpausakuuwm o crpate IP-agpeca KnuenTa
- Tpan3akuuu 1o ctpase bBUH
- CpenHui O0OX0[ 3a TPaH3aKIIHIO
- CootHomtenue 3DS/non3DS

- CootrHowernue 3DS/non3DS Oy OTKJIOHEHBIX TPaH3aKILINuU

- CootHomlenue 3DS/non3DS mjia noaTBEPKAEHBIX TPAH3aKINHT

9.2.1 BBepeHue

KmoueBrie noka3aTenu 3¢ dhekTuBHOCTH (KPI) - 5TO aHaNMUTUYECKUN MOIY b, IOMOTalOIUMi
ITonb3oBaTemto OBLICTPO BU3YyaIU3UPOBATh MOAPOOHYI0 6U3HeC-UHGOPMaLUIO IJIT KaXI0T0
OCHOBHOTO 3JIeMeHTa CUCTeMHI - TepmuHai, [Tonb3oBaTens, [IpoekT.
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pu
End Points @ [+unsavea Search criteria +End Point

FY - -
1-25 ‘ é/, This month Detailed (5)

(3) pecine Ratio - | ] (Gross ruic I

m Saturn's green bear ... [N lllll eamings
Earth's red dog twenty [N . = Current Carryover ST
m Earth's orange goat ... [N - Primary IP country | | Primary BIN = -
Sun's white elephan... [N s s er CP P DR
m Mars's pink tiger twe... _—

Apply

Y106BI IPOCMOTPETH ITOAPOOHYI0 HHGOPMAITHIO O COOTBETCTBYIOIIIEM 3JIeMEHTE, OTKPOUTE
001U 3KpaH COOTBETCTBYIOIIETro 3jieMeHTa u BeibepuTe KPI B pacKprIBaOIIEMCsT MEHIO
ITogpo6uocTHu. ITopsmok oTobpaxkenus KPI B mogpo6HOM TpencTaBIeHUH COOTBETCTBYET
nopsanky Beibopa KPI B packpriBatoieMcst criucke. I1epsoiit BeiOpanubiit KPI pasmeniaeTcs
cleBa, 3aTeM BTOpoU u T.O. ITonb3oBaTens MoxkeT BeiOpaTh Ao 5 KPI.

Kputepuu moucka (smeMeHT 1 Ha PUCYHKE BHIIIIE) BIUSIOT TOJIBKO Ha CIIMCOK 0TOOpazkaeMBIX
3JIEMEHTOB, a He Ha pacuyeTHOe 3HayeHue KPI.

3Hauvenue KPI MoxeT OBITh pACCUNTAHO B TeUeHHEe OIpPenesIeHHOT0 IIepuoa BpeMeHH!
(3;meMeHTH yIIpaBleHus 2 Ha PUCYHKe BuIIe). [lepron BpeMeHU UTHOPUPYETCS, KOTaa
3uaueHue KPI npotuBopeuunT BEIOpaHHOMY Auamna3ory gaT unu ecnu KPI He cooTBeTCTByeT
Lesu.

ITo xkaxxmomy KPI MmozkeT ObITh IPUMEHEHa COPTUPOBKA AJIsI IIPefoCTaBlIeHus Hanbomee
LIEeHHBIX TaHHBIX. [lonb30BaTENb MOXKET BHIOPATh COPTUPOBKY, HaxkaB Ha KPI (anemMeHT
ynpaBieHus 3 Ha pUCYyHKe BhIle). [ToxkanyiicTa, uMelTe B BUAY, YTO eC/IK BrIOpaHa
coptupoBka 1o KPI, a satem KPI ymaneH, cOpTUPOBKa BCE PAaBHO OCTAHETCS MPUMEHEHHOM.

9.2.2 KPI

O6opoT

ITokasrBaeT: OOIIyI0 CyMMy O0OOPEHHEBIX TPAH3aKIUK CIIeQyIOMNX TUIIOB: yCIIenIHas
oIjlaTa, CIMCaHue, OCllapuBaHUe U IIEPEBON.

YacTtotra OOHOBJIEHUS: B pexuMe peajibHOTO BpeMeHHU C 3aAepPxKKoU He 6osee 10 cekyH).
I'paduk: TlokazreiBaeT cymMMy 060pOTa eXKe4acHO B ClIydae BeIOOpa Auamna3oHa gaT —
CEeTONHSIITHNYA WU BUEPAIIHUY [eHb; [IoKa3kBaeT CyMMy 000pPOTa eXKeIHEeBHO B CiIydae
BrIOOpA OMaria3oHa AaT — HACTOSIIUHM WU ITPOIITEIN MECSII,
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ITpumep obopoTa exxedacHo 3a 7 [lekabps.

WM-—F-—J

ITpumep o6opoTa exkemHEeBHO 3a Hosa0ps.
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3apaboTok

ITokaswiBaeT: loxonwl ayst Pecennepa unu Toprosia 6e3 yueTa yoepKaHui Ojs 10600
THUIIa TPAH3aKIUH B TI000M CTaTycCe.

YactoTa O6GHOBIEeHUs: B pexxuMe peaslbHOTO BpeMeHU C 3alepPKKoi He 6osee 10 cexyHm).
I'paduk: I[Tokas3riBaeT oOmIMi 3apab0TOK e3ke9acHO B CIydyae BeIOOpa Auamna3oHa JaT —
CETONHSAIITHNYA UIU BYEPAITHUY [eHb; [IoKa3kBaeT CyMMy 000pPOTa eXKEeITHEBHO B CIy4dae
BeIOOpa OMarna3oHa AaT — HaCTOSIIUHM WU MPOIUILIN MECSII.

ITpumep 3apaboTka Toprosia exkeyacHo 3a 7 [lekabps.

NMepexoaAawWwmnii ocTaToOK

[Toka3rpiBaeT: 3HaUYeHUE IIEPEXONAIIEro OCTaTKa OJI1 JaHHOU JaThl BHE 3aBUCHUMOCTU OT
BeIOpaHOTO OUamna3loHa maTt. Kaxpaeiil Tun [lonb30BaTesisi MOXKET BUETh COOTBETCTBYIOIIEE
3HauYeHUe IIepexonAIero ocTaTka.

YacrtoTa ob6uoBnenusa: Exenuesro B 00:00.

I'paduk: [Toka3biBaeT 3HaUYEHUE IIEPEXOOAIEro OcTaTKa 3a ABa Mecslla, HauuHasd C
BLIOPaAHHOM OaThl; TOKA3kIBAETCA KaK OOIUYN ITEPEXOIIINi 0CTaTOK, MPUYNTAIOMINHCS
ITonb3oBaTesmto (IIOJIOKUTEJIBHELM), TaK U 00U TepexXoasamnil 0CTaTOK K YIEPKaHUI0 C
ITonb3oBaTensa (oTpullaTenbHEIN). TakKe MoKa3kBaeTCA OalaHC IIepPeX0onsaIero ocTaTka,
SIBJISIOIINMICS CYMMOM OBYX 3HQUEHUU BEIIIE.
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DaTbl NnepBoil U NocnepHei TPpaH3aKUUK

INoka3wiBaeT: [JaTy mepBOM U IOCJIegHEN COBEPIIEHHON TPaH3aKIIMU BHE 3aBUCUMOCTH OT
BeIOpaAHOT'O quara3oHa maT. [103BosisieT GFICTPO HAXOOUTH HEAKTUBHEIE 9K3EMITISIPHI
971eMeHTOB uHdponornyeckon momenu (Tepmunansi, [IpoeKTh).

YacTtotra OOHOBJIEHUS: B pexuMe peajibHOTO BpeMeEHHU C 3aAepkKKoU He 6ojiee 10 cexkyHp).

I'paduk: H/I,

CpepnHAA cyMMa TPaH3aKUuu

IToka3biBaeT: CpenHIO CyMMY TPaH3aKIMU: OIJIaThl, CIIMCAaHUS, OCIIapHUBaHUS U IIepeBofa C
YCIIEeUIHBEIM CTaTyCOM. ITo3BonsIEeT BHISABIISITH OTKJIIOHEHUS OT HOPMEI, KOTr'la TOpTOBeI_I MEeHdaeT
NCTOYHUK BXOOAIIEIrO IIJIaTe2KHOI'0 Tpa(l)I/IKa WUJIN IIPpOdaBa€eMEI€ TOBAPHEI.

YacTtotra OOHOBJIEHUS: B pexuMe peajibHOTO BpeMEHHU C 3adepPKKoH He 6osee 10 cekyH).
I'paduk: MuHUManbHasi, MaKCUMalibHasI ¥ CPeOHsIsI CyMMa TPaH3aKIIUuK exkedaCHO B ClIydae
BEIOOpPA OMAMO30HA JAT — CETONHSIITHUN WIH BUePAIlIHUuM JeHb; MuHUManbLHad,
MaKCHMaJIbHas U CPENHSs CyMMa TpaH3aKLUUK eXXKeOHEeBHO B ClIy4yae BrIOOpa muaral3oHa AarT -
HACTOSAIINY UJIN IPOIIILIN MECHII.
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Average tx. amount

[Tpumep MUHUMAIPHOM, MAaKCUMaIbHOU U CpeOHEeU CyMMBI TPDaH3aKIIUuU eXedacHo 3a 7
ekabps.

Average tx. amount

[Tpumep MUHUMAIBPHOM, MAKCUMaIbHOU U CpeOHENW CYMMEI TPDaH3aKIIUK eXXeTHEeBHO 3a
Hos6ps.

9.2. NMoppo6HbIn npocMmoTp KPI
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Konun4yectBo 3aKa3oB Ha ogHoro KnmeHTa B Mmecsu,

IToka3wiBaeT: CpemHee KOIMYECTBO TPAH3aKIIUI TI000T0 THUIIA U B TI00O0OM CTaTyCce 3a MEeCSII,
ToIafalolui B BEIOpaHHLIN guana3oH gaTt. KPI pacCcYuTEIBAETCS TOJBKO Ot TepMHUHAJIOB U
[TpoekToB. Onpepenenue KnueHnTa 3agaeTca Ha ypoBHe [IpoekTa, 10 yMOTYaHUIO OOHA
KapTo4Ka o3HadaeT ogHOro KnmeHnTta. KnueHT Ha TepMuHasne oTnndaeTcs oT KnreHTa Ha
ITpoekTe, 4TO MO3BOJIAET U3ydaTh UCTOYHUKY IJIaTEXKHOTO Tpaduka.

YacTtotra OOHOBJIEHUSI: B pexuMe peajlbHOTO BpeMeHHU C 3adepkKKoU He 6osee 10 cekyH).

I'paduk: KonmmyecTBO 3aKa30B, IPOU3BEAEHHBIX KJIMEHTOM 3@ MECSII, 3aKaHYNBAIOIIUNCS
BLIOPAHHOM MaTOM M HAaYMHAIOUINKCSA C OaTH 12 MecsiieB Ha3af.

KonudyecTBO 3aKa30B, mpou3BefeHHBIX KnmeHTOM 3a Mecal. PasHoe KOIMYeCTBO 3aKa30B
OTMEYEeHO Pa3HBIMU IIBeTaMM. KJIIMEeHTH C KOTMYeCTBOM 3aKa30B: 5-6, 7-10 u 6omnsbire 10
00BEOIUHSIOTCS B TPYIIITHL.

KoHBepcusa NOCTOSAHHbIX KJIMEHTOB

INToka3wiBaeT: OTHOIIEHUE TOBTOPHBIX TPAaH3aKIIMHi, COBEPIIEHHBIX KOHKPETHEIM KHeHTOoM,
K 00111eMy KOJTMYEeCTBY TPaH3aKIIMN, COBEPIIEHHBIX KITMEeHTOM 3a MecCs1, IoIafaIlnX B
BLHIOPAHHBIM MUana30H gaT. TpaH3aKIUs CUUTAETCS IOBTOPHOM IJIsi BEIOPAHHOTO MECSIIIa,
ecnu KnueHT coBepIllajl TPaH3aKIWIo paHee B moboe BpeMsi. KPI pacuyuTEIBAE€TCS TOJIBKO
miisa TepmuHanos u [IpoekTos. Onpepnenenue KnrueHTa 3afgaeTcs Ha ypoBHe [IpoekTa, 110
YMOJTYaHMIO OOHA KapTo4dKa O3HadaeT ogHoro Knuenrta. KnueHT Ha TepMuHasne oTan4aeTcs
ot KnueHTa Ha [IpoekTe TeM, YTO MO3BOJIIET U3y4YaTh Pa3IUUHbIe ICTOUYHUKY IIJIaTEKHOT O
Tpaduka.

YacTtotra OOHOBJIEHUS: B pexuMe peajibHOTO BpeMEHHU C 3aAepPKKOoH He 6ojiee 10 cexkyH).
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I'paduk: OTHOIIIEHNE ITOBTOPHBIX TPAH3aKIUM, COBEPIIIEHHBIX KOHKPETHLIM KiIneHTOM, K
0011IeMy KOJIMUECTBY TPaH3aKIMH, coBepIIeHHX KIrneHToM 3a Mecs1], 3aKaH4YUBaIOIIUNACS
BLIOpPaAHHOM MaTOM M HAaUMHAIONIUMCS C AaThl 12 MecsIleB Ha3ap.

OTHoOlIEeHNE TTOBTOPHBIX TPAH3aKIIUM, COBEPIIEHHBIX KOHKPETHRIM KiineHToM, K 0b6111eMy
KOJINYEeCTBY TPaH3aKIINY, COBEPIIeHHBIX KIINeHTOM B MeCsI] 3a IOCIeOIHUN T'Of.

TpaH3akuum no cTtpaHe IP-appeca KnueHTta

[NToka3swmiBaeT: CTpany, onpenensieMyto o [P-agpecy KnrenTta. YUUTEBaIOTCSA TPaH3aKINU
mo6oro Tuia B m060oM cTaTtyce. ITapamMeTp He 3aBHUCUT OT OUalla30Ha JaT M PACCUYUTHIBAETCS
3a BeCh CPOK PabOoTEHI.

YacTtota OOHOBJIeHUS: exkenHeBHO B 00:45.

I'paduk: KommuecTBO TpaH3aKIUH 11000T0 THHA C TI0OLIM CTAaTyCOM II0 CTPaHe, KOTOpoe
BHIBOOUTCS Ha OCHOBe IP-ampeca KnueHTa 3a yKa3aHHBIM Auana30H JaT U 0OHOBIISIETCS
Kaxpwie 10 cekyHO.
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KonuuecTBo Tpan3akuui ajsa ton 10 cTpaH, mojiy4eHHBIX ¢ IP-ampeca KiueHTa

TpaH3akuum no ctpaHe bBUH

IToka3weiBaeT: CTpaHy, onpepnesnawMylo Ha ocHoBe BUH kaptel Knuenra. [IpuHrMaroTcs BoO
BHUMAaHMEe TPaH3aKIuu 1000ro Tuna u B modoM ctaTtyce. [lapaMeTp He 3aBUCUT OT
Ovana3oHa JaT U PaCCUYUTHIBAETCS 3a BECh CPOK PaboOTHI.

YactoTa O6HOBIEeHuUs: exemHeBHO B 00:45.

I'paduk: KomuduecTBO TpaH3aKIUH JIFOO0r0 THUIIA C JIIOOBIM CTAaTyCOM IIO CTPaHe, KOTOpoe
BBIBOOUTCS Ha ocHOBe B H kapThl KnimeHTa 3a yKa3aHHBIN OUana30H AaT ¥ 0OHOBISIETCS
Kaxpsie 10 cekyH[.
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KonmuecTBo TpaH3akuuu ajisd Toil 10 cTpaH, paccuuTaHHOe Ha ocHOBe BWH KapTh KIIHMeHTa.

Cpe.IJ.HVII?I A40XoA4 3a TPaH3aKuuio

IToka3riBaeT: CpemHu OOXO0M 3a TPAaH3aKIMIO s Pecennepa unu Toprosiia 6e3 ydeTa
yIOepXKaHuu AJisi TpaH3aKIui 110000 TUMa B 1I000M cTaTyce.

YacTtotra OOHOBIIEHUSI: B pexuMe peajibHOTO BpeMeHHU C 3adepxkKKoU He 6osnee 10 cekyH).
I'paduk: CpegHuil moxon Ha TPaH3aKUMIO eXedYacHO B cliydae Bribopa guarnasoHa JaT —
CEeTOIOHSIITHUYN UK BUepalllHu geHb; CpemHuil JoX0o Ha TpaH3aKIUIo eXXKeqHEeBHO B Cllydae
BLIOOpA OHana30Ha JaT — HACTOSIIMHM HIIN IPOIILIH MeCsII.
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I[Tpumep cpepgrero moxonma Toprosila 3a TpaH3aKIUIO eXXedyacHo Ha 7 HeKaGpﬂ.

CooTHowweHue 3DS/non3DS

[NTokaswmiBaeT: OTHOmEeHUe 3DS/non3DS mis TpaH3aKIUK NPOJaXKy, IpefaBTOpU3aluu U
IIepeBOMOB, B IOATBEPKAEHHOM, OTOUIHETPOBAHHOM M OTKJIOHEHHOM CTaTyCe 3a YKa3aHHEBIN
IUana3o0H farT.

YactoTa O6GHOBIEHUS: B pexxuMe peaslbHOTO BpeMeHU C 3alepkKKol He 6osee 10 cexkyHp).
I'paduk: OtHOIIEeHUEe 3DS/Non3DS Ons TpaH3aKIUK IPoJaXKy, IpefaBTOpU3aluu 1
IIepPeBOMIOB, B IOATBEPKAEHHOM, OTOUIHLTPOBAHHOM M OTKJIOHEHHOM CTaTyCe 3a YKa3aHHEBIN
INala30H OaT eXeJHEeBHO, HaUWHAas C IepBOT0 Yucia MecsIla 10 KOHEeYHOU JaThl
yKa3aHHOI'O Auana3oHa [ar.

HUctopus:

- 3D Gate filtered

- non3D Gate filtered
B - 3D Gate dedlined

- non3D Gate declined

- 3D Gate approved

- non3D Gate approved
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3D.ratio

[TpumMep cooTHOILIEHUS KOJIMYECTBA TPaH3aKIIUM B Pa3HBIX cTaTycax mias 3DS mimo3a 3a
Hos16pE.

3D.ratio

[Tpumep cooTHOLIEHUS KOIMYECTBA TPaH3aKIIUK B Pa3HBIX cTaTtycax mjisd non3DS minmro3a 3a
Hos6ps.
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3D.ratio

[IpuMep COOTHOIIEHUS KOJTMYECTBAa TPAaH3aKLIMI B Pa3HbIX cTaTycax 3a Hos6psb.

CooTHoweHue 3DS/non3DS pns OTKJIOHEHbIX TPAaH3aKLUUMn

[TokaswiBaeT: CoTHOIIeHMEe KonudecTBa 3DS TpaH3aknul B cTatyce OTKIIOHEHO O
3aperucTPUPOBaHHLIX B mporpamme 3DS kapt, uMewnmux ctatyc MPI Y unu A, K o6memy
KOJIMYEeCTBY TPaH3aKIIMY TUIIOB: IIpOofaka, IpefaBTOpU3alus UIK IIePeBo 3a YKa3aHHBIN
mepuom.

YacTtora OOHOBJIEHUS: B pexuMe peajibHOTO BpeMeHHU C 3adepxkKKoH He 6ojiee 10 cexkyH).
I'paduk: CooTHoIIeHMEe KonudecTBa TpaH3akiui 3DS/non3DS B ctatyce OTKIOHEHO 3a OEHb
IJIs YKa3aHHOTO Aualia3oHa [aT, HauMHas C IIepBOro YHcja Mecslla 10 KOHEeYHOM! JaThl
YKa3aHHOTO guala3oHa faarT.

HUcTopus:

B - 2D Gate, enrolled cards, MPI status “Y”

I - 2D Gate, enrolled cards, MPI status “A"

I - 3D Gate, enrolled cards, MP!| status “U”
- 3D Gate, enrolled cards, MP| status "™
- 3D Gate, enrolled cards, MPI status “N"
- 3D Gate, cards not enrolled

[ - non3D Gate

9.2. MNoppobHbin npocmoTp KPI 101



Doc2.0 Merchant Manual

3D.decline.ratio
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ITpuMep COOTHOIIEHUSI KOMUYECTBA TPaH3akuui B ctatyce OTkimoHeHOo ¢ 3DS 3a Hos6ps.

3D.decline.ratio
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[TpuMep COOTHOIIIEHUSI KOIUYECTBA TPaH3akKuui B ctaTyce OTKIoHEHO ¢ non3DS 3a Hos6ps.
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ITpuMep COOTHOINIEHUS KOJIMYEeCTBa TPAH3aKIi B cTaTyce OTKIIOHEHO I CMEIIaHHOTO
Tpaduka 3a Hoabps.

CooTHoweHue 3DS/non3DS pgna noaTBEepP >XAEHbIX TPAH3aKLU UK

ITokasriBaeT: OTHOIIIEHNE KOMTUYECTBa TpaH3akuui 3DS B ctaTtyce OmobpeHo, mis
3aperucTpUpPOBaHHLIX B mporpamMe 3DS kapt, umemnmiux cratyc MPI Y unu A, K obmemy
KOJIUYEeCTBY TPaH3aKIIMM TUIIOB MpoAaxka, IpeaaBTOpu3alus UK IIepPeBoy] 3a YKa3aHHbBIHN
Iepuof.

YactoTa OOGHOBIEeHUs: B pexxuMe peaslbHOTO BpeMeHU C 3alepkKKol He 6osee 10 cexkyHp).
I'paduk: CooTHoOIIeHNE KOMUYecTBa TpaH3akuuit 3DS/non3DS B ctatyce Omo6peHo B IeHD
IOJIs YKa3aHHOTO gUala30Ha JaT, HaurHas C IIepBOr0o YUcCja Mecsla OO0 KOHEeYHOU JaThl
YKas3aHHOTO gualna3oHa gart.

B - 2D Gate, enrolled cards, MPI status “Y"
B - 2D Gate, enrolled cards, MPI status “A"
I - 2D Gate, enrolled cards, MPI status “U”
- 3D Gate, enrolled cards, MPI| status ™
- 3D Gate, enrolled cards, MPI status “N"
- 3D Gate, cards not enrolled
- non3D Gate
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JD.approve.ratio

I[TpuMep COOTHOIIIEHUSI KOIUYECTBA TPaH3akKuui B ctatyce Ogobpeno 3DS TpaH3aKIUH 3a
Hos16pE.

JD.approve.ratio

I[TpuMep COOTHOIIEHUSI KOMTUYECTBa TPaH3akKuui B ctatyce OgobpeHo non3DS TpaH3aKIui
3a Hosa6ps.
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ITpuMep COOTHOILIEHUS KOJIMYECTBA TPAH3AKIINK OJIS CMeIllaHHOTo Tpaduka 3a Hos6psb.

Warning: Cratyc MPI u cTatyc perucrtpainuu Kaptkl B nporpamme 3DS MoryTt OBITH
OIIpenesIeHb TONMBKO B Cilydae wuCHonb3oBaHus mnaru"Ha MPI Doc2.0 unu B ciaydae
IPaBHUJIBHOTO BO3BpaTa IIPOLeCCOPOM OaHHBIX mocie npoBepku 3DS.

9.3 CtaTycCbl M TUNbI TPAH3aAKLUUN

e Tumnsl TpaH3aKIIUMN

e CraTyChl TpaH3aKIuH

9.3.1 Tvnbl TPaH3aKLUUKA

IMnaTexubii mno3 Doc2.0 genut Bce TPAH3aKIUM Ha HECKOJIBKO THUIIOB, B 3aBUCHUMOCTH OT
enu Kaxaou TPaAH3aKIOUH. Kaxmpmas TPaAH3aKOUuigd UMeeT onpeneneHHbeI cTaTtyc.

ﬂpop,a)Ka HpI/IeM OIIJIaThI 3a IIPeOOCTaBJIEHHEIE TOBAPEI UJIX YCIIYTHU 3a OOHY
OIIepanuio.

continues on next page
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Table 2 - continued from previous page

MpepasTopunsaumns

BrnokupoBka (UKCHUPOBAHHONW CyMMBI MOeHer Ha KapTe OIsd
nocnenymomero cHATUA (buUHaAHCOBBIM 3aror). lepxkaTenb KapThl
He CMOXKET BOCIIOJIb30BaThCSA YOEPKAHHLIMU CpPENCTBaMHU, OOTHAKO
9TU OeHbI'u He OyOyT CHSATH ¢ 6AHKOBCKOTO CUETA A0 TeX IOP, MoKa
or ToproBila He IOCTYHUT IIOC/IEOVIOIIMM 3ampoc (coucaHue).
I[To wucTedyeHWM ONpPENEJIEHHOTO IIepuoOda BPEMEHH, €CJH OT
Toprosiia He HNOCTYHUT IIOCHEOYIOIIMM 3allpoc, yaepKaHUe 3TOU
CYMMBI CPEACTB OTMEHSETCs, U OHAa CHOBA CTAHET OOCTYIITHOM g
HUCIOJIb30BaHUM.

CnucaHue

CHsaTHE PpaHee yIOep2XKaHHBIX ONEeHEXHBbIX CPEencCTB IIO0 TPAH3aKIUHU
“npenmaBTopu3anusa”’ ¢ 6aHKOBCKOTO CYeTa JepKaTelisd KapTH.

0OT™MeHa

OTMeHa  yOepXaHUA  CPEOCTB IIOCPENCTBOM  TpPaH3aKIUU
“IpemaBTOpPUM3anusa”.

BosspaT

Omnepaliss Bo3BpaTa CPENCTB MO paHee OJ0OPEeHHOM TpaH3aKIUHU
(“npomaxka” U “IIpemaBTOpPHU3aLUs” c BBIIOJIHEHHBIM
IIOCIEenyIOMUM “cIicaHueM”). HampuMmep, oTMeHa 3akKa3sa
[InaTenbIIMKOM MIX YaCTUYHBINM BO3BpAT TOBApPOB B Mara3uH.

MepeBop

Tpanszaknus nepeBoma Peer-to-Peer (p2p) mexpay 2 kaprtamu. B
HEKOTOPBIX CIIy4asixX 3Ta TPaH3aKUWs MOXKET OBITh pa3fesieHa Ha 2
OTHEeNbHBIX ITara - card2account u deposit2card.

Yapoxb63k

HpI/IHy'JII/ITeJ'IBHaﬂ OIlepanusi BO3BpPaTa CpencCTB, MHULIMKMPOBAHHANA
gepzxaresieM KapThI Uin 0aHKOM-OMHUTEHTOM B Cliydae
MOIIIEeHHHU4YEeCTBa.

MoweHHN4YecTBO

CnemnuanabHBIN MapKep OJjid MOIIE€eHHNYEeCKUX TpaH3aKHHfI.

3anpoc
noaoTeepxaanwmnx
0OKYMEHTOB

3ampoc  [OOMOJIHUTENIbHBEIX HNOKYMEHTOB IO CIOPHOMY WK
[IOJO3PUTENILHOMY IINaTeXy. JOKyMeHTE MOTYT OBITH 3aIllpOIIeHE
y Toprosua unu y ero areHTa (IOCTaBUIUKa YCIYT).

Bepudukaums
aKKayHTa

Banupanusa gaHHBIX KapTO4YHOI'O CYEeTa [TnaTenbiuka.

BoinnaTta

IlepeBom cpencTB co cueTa 1OproBlla Ha OAHKOBCKUM CYET WU
uudposol komenek Knuenra (ITomydarens).

9.3.2 CraTycChbl TPaH3aKLUUKA

Bce TPpaH3aKIUH OTME4YEHEI B COOTBETCTBUU C UX CTAaTyCaMH:

YcnewHas Tpauzakius Ovlia ycIelrHo obpaboTtaHa OaHKOM-JKBaliepoM

TpaH3aKuus (omymaTa mpom3BemeHa B paMKaxX TpaH3akKiuu). KoHeYHBIN
cTaTyc.

= | OTKNOHEHHas ITo kakou-mub6O0 TEXHWYECKOM IpUYMHe OaHK-OKBavep He

TpaH3aKuus MOXKeT o0paboTaThb TpaH3akIuio. Hampumep, IO IPUYHUHE

HegocTaTKa CPeOCTB Ha KapTe unu cuete KnueHta. KoHeuHbIN
cTaTtyc.

O | OTdunbTpoBaHHas

TpaH3aKuusa

Tpau3zakiusi Obita oThuIbTpoBaHa IInmaTexHbM IIT030M
Doc2.0 u He 6binta o6paboTaHa. KoHeYHEBIN CTATyC.

0 Ownbka

O6paboTKa TpaH3aKIWHW He ymanachk. MOXKHO HPenIpuHSThH
BTOPYIO TIOMBITKY 00paboTku TpaH3akumu. Ecmu ommbka
IIOBTOPUTCsI, oOOpaTHTeCh B CiayxkO0y mnommepxkku Doc2.0.
Koneunrlir cTaTyc.

continues on next page
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Table 3 - continued from previous page

© HenseecTHO IMnatexusii lIn03 He CMOr IONYYWTH KOHEYHBIM CTaTyC
TpaH3akuuu. OOpaTutech B cinyxkO0y mommepzxkku Doc2.0 mms
YTOYHEHUS cTaTyca TpaH3akiuu. He KOHEYHHIN cTaTycC.

) Cbon BryTpeHHUM cTtaTtyc cuctemMbl. O3Ha4daeT, YTO B CUCTEME HET
OOCTYITHBEIX HAaCTPOEK [JIs MapILIPyTU3alMU TPAH3aKIUM U3-3a
bunbTpoB UMM Opyrux orpaHudeHuit. KoHe4yHwIN cTaTycC.
O6bpaboTka Tpan3akius oOpabaTeiBaeTcsi. EcCiauM CTaTyC TpPaH3aKUWU He
U3MEHUJICS B TeUEeHUE Jaca - YTO-TO IIOIII0 He TakK, COo0IuTe
B cinyxk0y mommepzxkku IInatéxkuoro Illmro3a. He KoHeUHBIN
cTarTyc.

Note: TIlocie cBepKu CTAaTyC TPAaH3AKIIMM MOXKET OBITH M3MEHEH, JaXe eCIIM TPaH3aKIUsI
HAXOOUTCS B KOHEYHOM CTaTyCe.
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